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ABSTRACT

Radio frequency identification (RFID) transmits the identity of an object or a person
wirelessly. It is grouped under the broad category of automatic identification technologies with
corresponding standards and established protocols. RFID is suitable for applications in different
industries and has penetrated into several aspects of our lives. The versatile features and benefits
of RFID technology have proven that RFID can be widely applied in the field of transportation to
improve driving safety, reduce vehicle collisions, and even help reduce vehicle emissions.
Generally speaking, the applications of RFID in transportation are still limited and are not
scanned and summarized well. This paper aims to conduct an extensive literature review to
identify the existing and potential applications of RFID and its research opportunities and needs
in transportation. Existing applications in transportation fields have been identified such as
safety, operation - including Intelligent Transportation System (ITS) and Vehicle Infrastructure
Integration (VII), security, policy, etc. Obstacles that possibly frustrate the wide and in-depth
applications of RFID in the transportation area are in the aspects of technology, cost, policy, and
privacy. RFID is one of the most forceful technologies that will affect a variety of aspects in
transportation including ITS. It is believed that RFID-based technologies can be extensively
exploited to improve transportation safety and security, increase the efficiency of the

transportation system, ultimately save costs, and, therefore, improve the quality of human lives.
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EXECUTIVE SUMMARY

Radio frequency identification (RFID) was first developed in England, during World War II,
in order to distinguish enemy airplanes from allied airplanes. To track nuclear materials, the U.S.
government and LANL (Los Alamos National Laboratory) began developing the RFID
technology system in the1970s. Later, in 1973, the United States had its first RFID patent which
consisted of both the memory rewritable tags for active type and the intelligent door system with
passive tags.

A basic RFID system is composed of tags and readers. The RFID tag is an object that stores
data, information and is attached to products. RFID reader, also known as the transmitter, is a
device that can receive and interpret the information from the tags. RFID reader transmits this
information to a RFID host computer with the proper software. By transmitting the identity of an
object or a person wirelessly, RFID now is widely applied in different industries and has
penetrated into several aspects of our lives such as the supply chain, postal, automatic online
payment, health care, agriculture, construction and facilities management, and others.
Applications of RFID in these industries will all be stated before the discussion of RFID’s
current connection with transportation and the future utilization in this report.

Transportation is a crucial industry that affects the national economy and livelihood of the
people. The versatile features and benefits of RFID technology have proven that RFID can be
widely applied in the field of transportation to improve driving safety, reduce vehicle collisions,
and even help reduce vehicle emissions. However, there are only very limited RFID applications
in transportation, including the trucking weight monitor, toll way electronic control system, tire
pressure detect system, etc..

Generally speaking, applications of RFID in transportation are still limited and are not
scanned and summarized well. This paper aims to conduct an extensive literature review to
identify existing and potential applications of RFID and its research opportunities and needs in
transportation. Existing applications in transportation fields have been identified such as safety,
operation including Intelligent Transportation System (ITS) and Vehicle Infrastructure
Integration (VII), security, policy, etc. Obstacles that possibly frustrate the wide and in-depth

applications of RFID in the transportation area are in the aspects of technology, cost, policy, and

xiil



privacy. RFID is one of the most forceful technologies that will affect a variety of aspects in
transportation including ITS. It is believed that RFID-based technologies can be extensively
exploited to improve transportation safety and security, increase the efficiency of the

transportation system, ultimately save costs, and, therefore, improve the quality of human lives.
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CHAPTER 1

INTRODUCTION

1.1 Background of Research

Radio frequency identification (RFID) is a generic term describing a system that
transmits the identity of an object or a person (in the form of a unique serial number) by
using radio waves wirelessly. It is grouped under the broad category of automatic
identification technologies (1), with corresponding standards and established protocols.
RFID is suitable for applications in different industries and has penetrated into many
aspects of our lives. Initially, it was used to identify enemy airplanes during World War
IT (2, 3), and has, since then, been widely used in the supply chain, inventory tracking and
management, libraries, agriculture, medical affairs, and many other fields (4, 5, 6, 7, 8).
IDTechEx forecasts a $5.29 billion RFID market in 2008, which is more than 7.3% to the
$4.93 billion in 2007 (9).

Transportation is a crucial industry that affects the national economy and livelihood
of the people. The versatile features and benefits of RFID technology have proven that
RFID can be widely applied in the field of transportation to improve driving safety,
reduce vehicle collisions, and even help reduce vehicle emissions. However, there are
only very limited RFID applications in transportation, including the trucking weight
monitor (10), toll way electronic control system (11, 12), tire pressure detect system, etc.
(11, 13). These applications act as the tip of the iceberg with their narrow scope in the
transportation system. To address this issue, the Transportation Research Board
organized the “Research Opportunities in Radio Frequency Identification (RFID)
Transportation Applications Conference” on October 17-18, 2006, in Washington, D.C.
The conference focused on the transportation applications in RFID technology and
discussed the research blueprint of RFID application in transportation operations,
pavement management, policies, etc.

The company “Eyes for Transport” compared the surveys on RFID applications in
transportation and logistics in 2005 and 2006. The surveys indicated that a great

percentage of companies have adopted or are currently using RFID solutions, despite the



percentage’s dive from 28% to 23% (14). Retail and manufacturing are still the second
biggest RFID users. But, since the end of 2006, the adoption of RFID has been stalled.
Another survey shows 60% of industrial companies have no activity to even research on
RFID and 60% of the companies that have already installed RFID have no further plans
to increase RFID investment (15).

However, generally speaking, there lacks a comprehensive literature review on
RFID application in transportation. This motivates our project and this paper, which aims
to identify the existing and potential applications of RFID and its research opportunities

and challenges in areas of transportation through extensive literature review.

1.2 Research Objective

This research is intended to conduct an extensive literature review to identify the
existing and potential applications of RFID and its research opportunities and needs in

transportation. To this end, the following research objectives developed:
® Review the existing documents about the history and standards of RFID.

® Summarize the applications of RFID in diversified industries with focus on

transportation.
® Point out obstacles and challenges for RFID Deploying in transportation.

® Present future potential applications and research opportunities of RFID in

the area of transportation..

1.3 Outline of Report

This report is organized in the following order. Chapter Two provides an extensive
review of the RFID Applications. Chapter Three summarizes the applications of RFID in
other fields. Chapter Four focuses on the discussion of existing applications in
transportation. Chapter Five gives out the obstacles and challenges for RFID Deploying
in transportation. Chapter Six presents future potential applications and research
opportunities of RFID in the area of transportation. Chapter Seven includes conclusions

and recommendations.



CHAPTER 2

LITERATURE REVIEW

This chapter provides a review of existing research and applications with focus on
the history and standards of RFID studies. First, an overview of RFID concept and
working principle is presented. Then, a summary of RFID history is described in details.

In addition, current existing and purposed standards are reviewed.

2.1 RFID Concept and Working Principle

A basic RFID system is composed of tags and readers. RFID tag is an object
that stores data, information and is attached to products. RFID tags are typically
categorized as passive and active tags (3, 16, 17). Passive tags do not need any power
sources; they are powered by an antenna which receives electromagnetic waves from the
reader. Passive tags have an unlimited life time unless damaged (18, 19). Active tags are
self-contained and have their own power sources. What distinguishes an active tag from
a passive tag is that the active tag has the ability to send and receive signals to and
from the RFID reader (5, /8, 20). RFID reader, also known as the transmitter, is a device
that can receive and interpret the information from the tags (/9). RFID reader transmits
this information to the RFID host computer with the proper software (/7). Figure 1
shows the working principal of a RFID system.

RFID TAG: Up to 2000 bits RFID READER: Housed on a PC card module that

stored on a memory chip contains a transmitter, receiver and digital control
housed in a key fob, button module and communicates with a PC through an
or integrated circuit card. RS232 interface.

T

Intranet of VSAT

-

RADIO WAVES:
125 KHz or 13.56 MHz are the =~ HOST SYSTENM: Processes data from a tag passed
most common frequencies. along by a reader.

Figure 1 RFID operation principle (Modified from source: 27).



2.2 RFID History

During World War II, the British developed the first RFID system in order to
distinguish enemy airplanes from allied airplanes. The U.S. government and LANL (Los
Alamos National Laboratory) began developing the RFID technology system in the
1970s to track nuclear materials. After that, LANL also developed a passive tag to track
cows under Ultra High Frequency (UHF) radio waves (2). The first RFID patent in the
U.S. was both the memory rewritable tags for active type and intelligent door system with
passive tags in 1973 (2). The first RFID deployment in transportation operations
management was in 1984, which consisted of tags attached to chassis carriers to serve as
"license plates" (20). Since high frequency (13.56MHz) systems started to be
commercialized in the mid 1980’s, the applications have broadened from tracking
reusable assets to different areas including - gate access control, payment system, and
contactless smart card (2).

In the early 1990s, UHF RFID, which can offer a longer working range and faster
data transfer, was initiated. In the beginning, this technology was not widely used due to
its high price for operation. As a result, between the years of 1999 and 2003, researchers
put much effort into lowering the price. They eventually developed more efficient
technology by changing the RFID chip from a mobile database to a simple RFID tag with
a series number that can be read faster and more accurately (2). There have been many
patents regarding RFID such as Electronic Identification System, Electronic License
Plate for Motor Vehicles, Animal Tracking and Monitoring System and many more (3,
16). The RFID standard and protocol have also been explored based on new criteria (16).

Important events of RFID are shown in Table 1.



Table 1 History of RFID

Decades Events

1940 - 1950 | Radar refined and used major World War II development effort
RFID invented in 1948

1950 - 1960 | Early explorations of RFID technology, laboratory experiments

1960 - 1970 | Development of the theory of RFID
Start of applications field trials

1970 - 1980 | Explosion of RFID development
Tests of RFID accelerate
Very early adopter implementations of RFID

1980 - 1990 | Commercial applications of RFID enter mainstream

1990 - 2000 | Emergence of standards
RFID widely deployed
RFID becomes a part of everyday life

Source: (3)

2.3 RFID Standards

Standardization is a critical part of RFID technology. Existing and purposed
standards are mainly focused on air interface protocols, data content and applications.
Before 1999, the International Organization for Standardization (ISO) was in charge of
creating and setting RFID standards. They have created ISO 11784 for tracking cattle
with RFID; ISO 11785 for interface protocol; ISO 14443 for smart cards in payment
system; ISO 15693 for vicinity cards; and ISO 18000 series for automatic identification
and item management (16). The Auto-ID center was set up in 1999 to develop an
Electronic Product Code (EPC) and a low cost RFID system for goods tracking. The
Auto-ID center rejected the Global Tag (GTAG) with ISO’s UHF protocol and created its
own UHF protocol to cut the extra cost due to complexity protocol (16).

In 2003, the Auto-ID Center was divided into two parts. One became Auto-ID labs
at Massachusetts Institute of Technology (MIT) for more research on EPC technologies.
The other one became EPCglobalTM to commercialize EPC.

The Auto-ID Center categorizes RFID tags to six classes listed in Table 2. Each
class has more capability than the next one and is backward compatible. In the first-
generation protocol that only specifies the first two classes, end users have to purchase

multiprotocol readers to read Class 0 and Class 1 tags, which increased the initial cost of




setting up a RFID system. To solve this problem, EPC Global began developing a
second-generation RFID protocol named Gen 2 that could work for several classes under

UHF band (16).

Table 2 Auto-ID Center RFID Tag Standards

Class | Tags

Class 0 | A read-only, factory programmed tag

Class 1 | A passive, read-only, backscatter, write-once-read-many (WORM) tag

Class 2 | A passive backscatter field programmable tag with user memory, encryption,
Class 3 | A semi-passive backscatter tag with user memory and encryption; essentially, 4
Class 2

Class 4 | An active tag that uses a built-in battery to run the microchip's circuitry and
power a

Class 5 | An active tag that can communicate with other Class 5 tags and/or other device

Source: (16)

In Table 3, features between Class 1 Genl and Class 1 Gen2 are summarized in six
categories: (1) read speed; (2) write speed; (3) tag sorting protocol; (4) multiple reader
operation; (5) security; and (6) extensibility. Features for each category are further
classified based on the generation. From Table 3, it is seen that Gen2 can provide faster,
more flexible read speed; higher reliability in tag counting; enhanced security, etc (22). In
addition, if end users are using RFID facilities based on EPC Class 0 and Class 1 or both
from IS0, it can be easily upgraded. Today, the EPC Gen2 standard is widely used in the
field of transportation (16).



Table 3 Comparison of EPC Class 1 Gen 2 and Genl Features & Performance

Features Class 1 Gen 2 Class 1 Gen 1
Read Speed e Up to 800 tags/sec (US FCC) e Up to 230 tags/sec (US
o Up to 450 tags/sec (EU ETSI) FCC)
« Read adaptable to RF noise in | ® Up to 115 tags/sec (EU
environment ETSI)
Write Speed e 5 tags/second minimum e 3 tags/second

Rewriteable many times

Rewriteable many times

Tag sorting protocol

“Q” protocol: a random
number algorithm with 2
persistent symmetric states

Binary tree algorithm
with

persistent sleep/wake
states

Multiple reader e Frequency hopping e Frequency hopping
operation o Listen-before-talk o Listen-before-talk
e Dense reader modes
o Four reader “session”, allowing
parallel communication by
multiple
Security e 32-bit lock and kill passwords o 8-bit kill password with
e Option for “handle”- e lockout after incorrect
queries
Extensibility e Up to 512 bit item ID e Up to 96 bit item ID

Unlimited user memory
Anticipate Class 2 & 3

Source: (22)







CHAPTER 3

RFID APPLICATIONS IN OTHER FIELDS

As stated in the previous chapters, the research objective of this report is to conduct
an extensive literature review to identify the existing and potential applications of RFID
and its research opportunities and needs in transportation. To this end, this chapter is

intended to summarize the application of RFID in the following seven parts:

3.1 Supply Chain

Wal-Mart is a pioneer that uses RFID technology in its supply chain management
system, which helps in inventory and asset management. First, Wal-Mart assigns
different numbers for each bundle or category of products and inputs them into a passive
or active tag. Secondly, when these products arrive at the different stores, antennas or
readers located at the picking store will read and collect relevant information. Then, this
information will be sent to the operations and merchandising center as well as the
suppliers to report that the products have arrived (18). In general, RFID chips can be used
to track products grouped in various hierarchies: (1) individual items or single packages
containing multiple items for consumer purchase; (2) cartons or cases of multiple items;
(3) pallets of multiple cartons or cases; and (4) loads of multiple pallets. The products at
each of these levels may be assigned an RFID label that is associated with information
pertaining to at least one adjacent hierarchical level (23). This system can provide real-
time information including location, delivery time, and the number of products for the
inventory and supply system (5). Target, Hewlett-Packard (HP), Intel, AT&T, and other
companies also use RFID technology. Some of them even set up their own RFID
management and development labs to create their own RFID solutions (24, 25, 26).

In the mean time, the Department of Defense (DOD) also spends over $115 billion
every year for its RFID solutions. They use RFID to integrate and share synchronizing

data as well as informing every aspect in its supply chain (4).



3.2 Postal

Package transportation is another potential use of RFID technology (27). In less than
ten years, over a trillion postal items were tagged each year, making RFID for the postal
and courier service the second largest application of RFID in the world after the retail
supply chain. After using RFID labels by DHL (a global postal company founded by
Dalsey, Hillblom, and Lynn), an innovation is now proved executable.

The new postal RFID system, which is anticipated to replace the existing barcode
system, aims to reduce costs, errors, and human interventions. RFID technology provides
a comprehensive electronic system with the potential to maximize mail packaging
process capabilities while minimizing logistics cost. Real-time information automation is

now possible with the existing system.

3.3  Automatic Online Payment

The success of toll collection programs has spurred interests from payment
providers such as American Express, Visa, and MasterCard, who have launched pilot
programs to examine RFID-based payments in the U.S. (28). Sony and Phillips are
leading the way to implement radio frequency (RF) wireless payment systems, called
Near Field Communication (NFC). These systems will enable RFID communications
among PCs, handheld computers, and other electronic devices. The consumers will log
on to their personal online portals by swiping their intelligent cards through a specific
RFID reader plugged into the USB port on the computer. Consumers may shop and pay
online, download any kind of receipt to their PC, and then transmit them, with the help of

NFC technology, to an RFID tag in their mobile phones (13).

3.4 Health Care

Applications of RFID to Healthcare have many benefits and the best is yet to come.
The health care system is a huge market place for RFID technology. For example, in
pharmaceutical application, by using RFID, one can identify counterfeit medication,
altered dosage, and even an expired date for the proper medication (29, 30). As a result,

RFID can save lives, and, it can prevent the illegal activity of some companies.

10



Also, RFID can be used in clinical trials where the dosage of medication and
number of times the medication is taken is very important since it can affect the results in
clinical trials or even affect the life of the subject.

Another application of RFID in the health care system is to track medical equipment
and products, medical records of patients, and newborn babies with RFID wristbands (29,
30). For example, if a patient suffers from Alzheimer or loss of memory or if the patient
has diabetes and experiences a diabetic coma, the RFID technology is able to give proper
information to the health care practitioner in order to provide proper care by scanning his
or her wristband that contains RFID chip. By placing RFID wristbands on newborns the
healthcare practitioners are able to avoid confusion or mistaken records in regard to the
babies. As a result, it will increase quality of care.

In October 2004, US Food and Drug Administration (FDA) approved the first RFID
tag used on humans (31). In this system, a passive tag contains the patient’s essential
biometric and medical information and is implanted under the skin; therefore, doctors are
able to find the patient’s medical history more quickly and accurately through reading the
information. RFID can also improve the efficiency of the health care system together
with the medical record system (31). Sanacorp is a famous German pharmaceutical
wholesaler that uses RFID for picking and dispatching its medicals supplies (18, 32, 33,
34).

3.5 Agriculture

The break out of Mad Cow Disease in the UK. and the discovery of Mad Cow
Disease in the U.S. created tremendous interests in RFID technology for tracking
livestock and cattle on the global scale. The goal is to provide a better, safer, and higher
quality of food supply chain from producer to consumer domestically or internationally.
By adopting RFID technology in the food supply chain and agriculture, the government is
able to track all the potential contaminated food and prevent further spread of any kinds
of diseases (7).

United States Department of Agriculture (USDA) approved RFID tagging system
for the national animal identification program (2, 8). Each live stock is identified with an

unique identification number that can help the livestock industry trace and destroy

11



animals that are infected with diseases such as the Mad Cow Disease. Tracking of Foot
and Mouth Disease, Pseudo-Rabies Disease, and Porcine Reproductive and Respiratory
Syndrome in pigs is being run by the USDA's Animal and Plant Health Inspection
Service (APHIS). USDA has recommended visual tags for livestock; e.g., ear tags with
RFID technology,(8). In the state of California the implementation of RFID technology to
almondand pistachio farms has helped nut producers speed up the loading process by
60%. The other profit has been to improve data base collection and tracking products.
Also, the information stored in RFID tags allows staff to prioritize loads as they arrive at
their processing warehouse. For example, the load that arrives at a higher temperature

will be unloaded first,

3.6 Construction and Facilities Management

The Construction Industry Institute identified a number of potential application areas
for RFID technology in its 2000 reviews (35), including component tracking, inventory
management and equipment monitoring. In the UK, various government-supported
projects involve the use of RFID in manufacturing, asset tracking and maintenance within
the construction sector (36). In 2006, Robert Wing indicated that the potential of RFID
tagging technology in the construction and management of facilities is assessed in terms
of value chains (37) which follow the lifecycle of a building from raw materials through
to the management of the completed facility. During this lifetime serving, the most
important benefits include: direct and automated surveillance maintenance programmers
by a ‘click’” on a PC or PDA; inventory control; control of having the right equipment at

the right place, and reduction of data entry errors in ‘production’ and maintenance (38).

3.7 Others

The tags and readers used in RFID systems have begun to replace both Electro
Magnetic (EM) or Radio Frequency (RF) theft detection targets and barcodes in libraries
(39). RFID technology helps libraries track book inventory status, identify books for
renting and selling, and provide information regarding the renting or selling date. In
addition, the new version of the U.S passport will have an embedded RFID tag that

contains information for personal identification to avoid unauthorized use. Such passports
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will speed up border crossing and enhance the deployment of a more secure driver’s
license (40), which was mandated by the Real ID Act of 2005 and may well include a
contactless chip—even a RFID tag (13, 40). As the world’s largest RFID project, the
Chinese government spent six billion dollars for its national ID card with 300 million

cards being delivered before 2008 Beijing Olympics (9).
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CHAPTER 4

EXISTING RFID APPLICATIONS IN TRANSPORTATION

This RFID technology is not only widely used in fields as described in the previous
section, but also in areas of transportation. The following sections will review and discuss

RFID applications in transportation based on these categories:

* [dentification
* Security
* Safety

* Operation.

4.1 Identification

One of the basic usages of RFID in transportation is the Electronic License Plate (41,
42), which is an electronically tagged number plate that is read by a computer system
through the readers. One of the leaders in Electronic Vehicle Identification (EVI) is the e-
Plate (41). Most e-Plates do not look different from standard number plates now, except
for the built-in active RFID tags. However, some e-Plates are tagged on the windscreen,
either front or rear. They are operating at the frequency of 868MHz or 915MHz, with
long effective ranges. The active tag used in e-Plate transmits the vehicle ID periodically,
and the very low power readers are supplied by mains, battery or solar energy. The e-
plate of a vehicle could replace the registration mark or the vehicle identification number
(VIN) (43).

Experiment results show that the secure and free-maintenance e-Plate helps vehicles
to be positively identified with up to 99.98% accuracy and within 100 meters of the
reader at any time, any speed, individually or in dense traffic, and under all weather
conditions with a guaranteed life of up to ten years (43). The e-Plate could also be theft
resistant to prevent its removal from vehicles. The first RFID deployment for
transportation identification management was in 1984, with tags attached to chassis

carriers serving as "license plates" (20).
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4.2 Security

The U.S. Department of Transportation office of hazardous materials safety, has
enhanced tracking and monitoring for hazardous materials during their delivery times.
For example, RFID systems are deployed in the railway system (11, 44, 45, 46). A RFID
tag, also known as an Automatic Equipment Identification (AEI) tag in this system,
contains necessary information attached to the container of hazardous material, and the
information can be retrieved by a special reader in a distance to every freight railcar,
which delivers hazardous materials in the U.S and Canada. Railways use this tag to
confirm train content and identify freight cars loading specific goods. This RFID tracking
application can provide inventory status, report unauthorized control, and pinpoint item
location, etc (11, 47).

RFID has also been used in Secure Electronic Network for Travelers Rapid
Inspection in U.S.-Mexico and U.S.-Canada borders (11, 48). For example, in the U.S.-
Mexico border, vehicles with a RFID transponder and travelers with an 1-94 permit with
a RFID chip can cross the border quickly using a special lane with RFID readers (11, 49).
In October 2006, a new RFID monitoring system was deployed and used in Manchester
Airport, U.K. Passengers were issued RFID tags during check-in so that the security
department could track and monitor passenger flow and thus airport security improved

(13, 50).
4.3 Safety

Seaports deal with a tremendous amount of containers and goods, and areas around
sea ports become traffic distributors with excessive trucks entering and exiting from these
areas. To ensure the safety of truck drivers and loads, many ports use RFID transponder
technology along with “weight-in motion” and weight detector for weight station bypass
(10). Readers, located at the roadside, search, receive, and query a signal from a RFID in-
vehicle transponder for vehicle identification information, which then returns data to a
computer located in the weigh inspection station. Once the height, weight, and driver
credentials are verified, the computer sends a signal back to the truck indicating that the

truck can bypass the system and exit the port area (10).
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Tire manufacturer, Michelin, has begun using RFID tags to check tire pressure and
tire conditions. They attach a RFID transponder or a passive RFID tag containing tire
information into their tire products along with a temperature and pressure sensor. It is
very easy for mechanics with readers to interpret data to make sure a tire should be
maintained or replaced. In the “e-Tire” system, each truck has a RFID tag on its bumper
that contains its tires’ low-pressure information associated with the e-Tire ID. The data is
then sent to a data center and the operators use this system to check the status of low

pressure (11, 13, 51)

4.4 Operation

RFID technology has been implemented in transportation including the Automated
Vehicle Identification (AVI) system, the Vehicle Infrastructure Integration (VII) System,
and the Intelligent Transportation System (ITS) (52). ITS has 16 subcategories, in which
RFID technology has been used in electronic payment and pricing subcategories, toll
collection, and parking fee payment system, etc. (11, 53).

Electronic toll collection (ETC) supports the collection of payment at toll plazas
using automated systems to increase the operational efficiency and convenience of toll
collection. Systems typically consist of vehicle-mounted transponders identified by
readers located in dedicated and/or mixed-use lanes at toll plazas (53). In 2005, Texas
Department of Transportation (TxDOT) selected TransCore's eGo(R) Plus RFID
technology for use in the area's Central Texas Turnpike Program (12). The purpose of
this program is to add capacity and reduce congestion in the toll way of the region. Each
tag is equipped with a unique tag number in order to prevent duplication. When vehicles
enter the reading area, sensors or readers detect and receive signals through the
information implanted in the tags and make sure the vehicle can drive through the gate
barrier (11, 12).

Another successful application in transportation operation is “Automated Baggage
Handling Systems” at the Las Vegas Airport (11, 48). In addition, Delta Airlines is the
first US carrier to test RFID baggage handling (48). Today, automated baggage handling
systems altogether play a critical role in the airport operation. A barcode-based system is

used to trace passenger’s baggage. The problem with this system is that it needs a laser
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line to read the bar code, and if the bar code itself becomes damaged or misplaced, it
cannot be scanned and read. As a result, only 80-90% percent of luggage can be read and
tracked accurately (54). However, the RFID based system does not need any laser line to
scan and read. No matter where the tag is, readers can receive signal from the RFID tag
attached to luggage. Therefore, RFID technology can reduce the rate of losing luggage,
allowing ramp work to be performed quickly and accurately (54, 55).

Other applications in areas of transportation include the automated parking
management system in London (17, 42), the electronic pre-clearance of trucks (Pier Pass
at ports of Los Angeles and Long Beach) (11, 56), and the pilot test of the applications of
RFID in roadside guide signing through a Southwest Region University Center (SWUTC)
project (57). It is generally agreed that applications of RFID in transportation have a
promising future and the need for extensive research on the special requirements and

challenges posed by the transportation systems is urgent.
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CHAPTER S
OBSTACLES AND CHALLENGES OF RFID DEPLOYING IN
TRANSPORTATION

From literature review, we found that even though RFID technology has found its
applications in some transportation related fields, it has not been widely adopted due to a
number of obstacles. We summarize these into the following categories and will go into

detail on each in this section:

* Technology obstacles
* Cost obstacles
* Policy obstacles

* Privacy obstacles.

5.1. Technology Obstacles

Major technology obstacles may include reading distance and rates, physical

challenges, and human health.

5.1.1 Reading Distance and Rates

Most RFID applications in transportation are using the passive read-only tag. The
disadvantage of such a setup is the short reading distance. It is normally about 31.5 feet,
which is not enough to integrate into many ITS subsystems (53), given that most pole to

pole or traffic light to traffic light distance is about 200 feet.

5.1.2 Physical Challenges

There are many physical challenges of RFID technology as we summarize here: (1)
“Reader collision”, where multiple readers attempt to read the same tag at the same time.
(2) “Tag collision”, where a reader receives reflected signals from multiple tags at the

same time. (3) Signal interference where electromagnetic signals from different tags and
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readers interfere with each other and decrease the signal to noise ratio. (4) Possible
inconsistent information received from the same tag. (5) Special materials (such as metal
pipes) may block signal at radio frequency spectrum, which could affect the whole

monitor or management system (48).

5.1.3 Human Health

There is a controversy that cell phone wireless signals, typically at very high
frequency spectrum, may damage a sers’ health and neural system and even cause cancer.
Will RFID signals or electromagnetic waveform have similar effect to a users’ health,
especially with much higher power levels required for the readers? This question needs to

be investigated to ensure the safety of the technology and wide adoption in our daily lives.

5.2 Cost Obstacles

Even though RFID costs are decreasing, it is nevertheless “too expensive” for the
much wide deployment in transportation. While the unit price for a typical electronic tag
may be 30 cents a piece or even cheaper (13), with the hundreds of millions of vehicles in
a country, deploying RFID system along the countless length of roadway network will
introduce a tremendously high total cost. In addition, sensors used to read these tags
could cost well over $1,000 each.

Furthermore, the integration of RFID into existing transportation systems also needs

a large amount of investment (48)

5.3 Policy obstacles

Support from the policy makers has a great influence on adapting or rejecting a
technology. Therefore, RFID technology deploying in the field of transportation relies on
related policy supports as well. Gifford proposed four policy and institutional issues
including standard issues, privacy issues, a role for U.S. Department of Transportation
(USDOT), and data ownership (58).

With standard issues, the major issue is how to choose a good standard for
applications in order to protect users’ privacy. Current available standards for RFID

systems include those from ISO standards and EPC global standards initiated from RFID
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companies (22, 58, 59). The role of the USDOT is to ensure the proper collection of
multiple RFID activities within its boundaries (58, 60).

The data ownership issues relate to who can store and use RFID data, and whether
legislators regulate the use of them (58).

Specifically, the major policy obstacles are policy makers and executers, financial

support, and uniform standard.

5.3.1 Policy Makers and Executers

Which department or committee should be authorized to make RFID related policies
or regulations? Although the U.S. Congress and some states have passed a few
regulations regarding RFID technology, there are, unfortunately, no special committees

or departments to regulate the use of RFID in this field.

5.3.2 Financial Support

Any new technology requires financial support. Where is the budget coming from?
In addition, RFID-related research and development in this industry also lack sufficient
financial support though some state DOT such as TxDOT that has realized the need for
such R&D effort and is considering using RFID technologies to support state right of way
function (61).

5.3.3 Uniform Standard

There is no uniform standard of RFID in transportation that can ensure
interoperability of RFID systems from different manufacturers. For example, in the
freight container industry, there are three existing ISO standards available: ISO 6346,
ISO 9897, and ISO 10374 (12, 62). Most current RFID applications in transportation are
based on ISO 10347 protocol standards such as Texas e-Go toll way payment system and
RFID crossing system along the U.S.- Mexico border in Arizona. They are, however, not
applicable in the new ISO standard, ISO 18185, approved in the middle of April, 2007
(63).
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5.4 Privacy Obstacles

Accordingly, just like other wireless technologies, RFID also has privacy issues
because tags store identification information (13, 64, 42). Privacy protection is the main
concern for legislators and citizens. One good example is the RFID tagged Coco-cola and
shirt that have been used to track the consumers who bought the product by accident (65).

RFID creates several major privacy concerns as described in the following parts:

5.4.1 Transaction security

If a reader operates in an identical standard and protocol as that of another, it can
read the information and series number from the tag without the owner’s consent. As a
result, this identification information may be stolen by hackers and may cause clandestine

tracking and counterfeit tagging (13, 40, 64). The progress is shown in Figure 2.
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Figure 2 Real attacks in the context of building access (Modified from source: 64)
Figures 2 tells how a rogue reader steals identification information through unauthorized

reading and makes a fake copy to get access to a building.

5.4.2 Encryption password

Encryption password in RFID tag is not complicated and can be easily hacked.
Based on our literature review, Class 1 Gen 1 RFID uses a simple 8-bit password to
protect information, whereas, Class 1 Gen 2 RFID uses 32-bit password. In comparison
to the smart card system, which has 128-bit encryption, RFID security is easier to be
skimmed so information and data on the smart card may not beprotected well (27, 29, 41).
For example, the 40-bit encryption of the Texas Instruments RFID transponders used in

the Exxon / Mobile was once cracked by four students and two researchers (48).

22



5.4.3 Privacy protection accountability

People intend to believe that businesses have little incentive to protect consumer’s
privacy (13). It means that if the government will mandate RFID chips into new version
passport and embed it into a driver’s license based on Real ID Act, the government owns
the data and needs to take responsibility and proactive measures to protect citizens’

identification information (13, 56).

5.4.4 National level privacy regulations

Each country has its own RFID guideline regarding the RFID privacy protection.
For example, in the U.S., the regulations of RFID are still on or below state level. North
Dakota banned forced RFID implantation in humans in April 2007 (13). California also
initiated some privacy legislations in 2004 and 2005 (40). Should the use of RFID, and
generally of new technological devices, be regulated by the government, especially

regarding issues regarding privacy and individual rights (48)?

23






CHAPTER 6

FUTURE POTENTIAL APPLICATIONS AND RESEARCH OPPORTUNITIES

IN TRASNPORTATION SYSTEMS

6.1 Future Potential Applications

Although it has been used in several fields including transportation, RFID
technology needs to be explored in transportation systems more widely and extensively.

As mentioned earlier, RFID have been integrated into transportation applications such as

AV, VII, and ITS (52).

Flexible Road Segment

RFID Reader
RFID Reader

I I RFID

RFID [ m—— & 3
= Communication
Communication

AVI Data Processing System

Figure 3 RFID based Automated Vehicle Identification (AVI) system (Source: 52).

1. AVI uses wireless communication to determine the characteristics of the vehicle.
Figure 3 shows the basic working principle of an AVI system. An AVI system includes
probe vehicles, electronic tags, roadside antennas, roadside readers, and a central
computing facility. The capability of communication is between vehicles and other
vehicles, or between vehicles and the road-side. It alerts the driver of any obstacles that
could create delay and congestion at freeways and highways. If it were based on RFID,

this system would have been much more accurate (52, 66).
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2. VIl is an advanced vehicle to vehicle communication system and will help drivers
keep a certain distance from other vehicles (52). RFID tags may be embedded into
vehicles so that readers can detect signals and warn drivers if too close. This will
contribute to both crash prevention and congestion relief through the well equipped
vehicle-to-vehicle and vehicle-to-roadside communications (52).

3. RFID technology may improve driving safety efficiently if integrated into ITS
system. Table 4 summarizes the research opportunities in ITS system, while Figure 4
shows the working principle of the Traffic Priority Control System and Intelligent Speed
Control System in ITS.

e
& B
+ Traffic light with a  Tumn green to provide

I i I EFID reader transit signal priority

Emergency vehicle
With a RFID tag

= — [ -

A vehicle with a RFID A speed limat sign
reader overspeed wiath a RFID tag

Slow down

Figure 4 Traffic priority control system (top) and intelligent speed control system

(bottom) based on RFID

4. RFID technology can also be deployed in other transportation operation systems
such as mobile report and incident detection system, corridor management, dynamic
route choice system, pre-trip route choice and route guidance system, etc. (52).

Donath purposed several potential applications requiring lane-level accuracy in
urban locations including collision avoidance, enhancement of driver’s situation

awareness, traffic signal priority for emergency and transit vehicles, traffic signal
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violation warning, lane change warning, stop sign movement assistant, detection of
approaching vehicles, congestion mitigation, congestion pricing, incident and work zone
management, route vehicles off road or around incident lane by lane, load balancing
across lanes, etc. (56). Table 4 summarizes the typical examples of potential RFID

applications in ITS.

27



Table 4 Typical Examples of Potential RFID Applications in ITS

Category

Application

Collision Avoidance Systems

« Advance lane change system
« Road departure warning
system
« Forward and rear collision
system
- Intersection collision warning
« Obstacle detection system

These applications use a variety of sensors to monitor the
vehicle's surroundings and warn the driver of conditions
that could lead to a collision. RFID integrated into this
system would result in the reader’s ability to receive signal
from another vehicle that contains a RFID tag attachment.
If the distance is too short, the reader returns the alert to the
prior driver.

Driver Assistance System

- Navigation guide sign

« Intelligent speed control
- Adaptive Cruise control
« Drowsy Driver Warning

RFID technology can be used as a navigation guide sign.

For example, a RFID tag located in a hospital tells your
reader you are about to arrive at a hospital.

Collision Notification System

« Advance / ACN

Collision notification system is designed to detect and
report the location and severity of incidents to agencies and
services responsible for coordinating appropriate
emergency response actions.

Crash Prevention and Safety

«Road geometry warning system
« Highway-rail crossing system
« Pedestrian safety

« Bicycle warning

« Animal warning

For example, the “Stop sign movement assistant” is a
system that promotes the safety of drivers. When a vehicle
reaches a stop sign, the reader receives a signal from a tag
which has been attached in that stop sign and warns the
driver to stop (56)

Arterial Management Systems

« Surveillance
« Traffic control
« Parking management

RFID is useful in traffic surveillance system. Traffic

control system can use RFID to provide transit signal
priority for emergency vehicles (56)

Work Zone Warning System

Route vehicles off road or around incident lane by lane
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6.2 Future Research Opportunities

Possible research issues in the future to prepare wider adoption of RFID technology
into transportation systems are related to several essential issues, such as technology
development, standards, policies, and privacy protection. The following list contains the

visions from Donath (56), Gifford (58) and others.

6.2.1 Technology

Extend RFID reading distance and the speed of reading rate; improve the hardware
and software for RFID system so that readers can interpret correctly and uniquely signal
from multiple tags; RFID users need to know whether RFID rays can damage people’s
health.

6.2.2 Policies

Both the policy maker and/or special interest group, and standard are of concern.
There are several useful research issues that include: (a) evaluate the potential impact of
RFID use on the mobility of people and freight, and its impact on congestion (56, 58); (b)
develop a training courses for RFID (8); (c¢) identify who should execute the law or
regulations regarding the RFID in transportation; (d) explore the possibility of setting up
a development union and a special committee in the U.S. Congress or USDOT. RFID
technology has different standards and protocols for different applications fields (16).
Therefore, it is necessary to develop performance and functional standards for
applications in transportation (56). Additional research issues are: an analytical review of
current RFID standards used in transportation (56, 58); a comprehensive comparison of
different standards in transportation such as their adoption rate by companies, easiness to
implement, flexibility and openness to adapt future advances; more detailed case studies;

and recommending a uniform standard for applications in transportation; etc.

6.2.3 Privacy

The recommendations for research opportunities related to this include: reviewing of

optimal RFID privacy protection plans in different countries (58); admissibility as
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evidence in court (56); improving encrypt methodology; setting up a special RFID
privacy protection council (13); exploring the possibility of national level RFID privacy

protection law.

6.2.4 Cost

Due to the price of RFID, Class 1 Gen 1 is still high (2). The research opportunities
include: deploying RFID Class 1 Gen 2 as soon as possible; creating a new, cheaper
generation of RFID; reducing tag and reader’s prices; and decreasing the cost of the

RFID system in general, etc.

30



CHAPTER 7

CONCLUSION AND SUMMARY

Recognized as one of the ten major technologies of this century, RFID will have a
great impact on future industries including transportation. This paper provides the
comprehensive literary reviews on RFID applications, with focus on the field of
transportation. It summarizes different topics based on existing literatures. Existing RFID
applications in transportation fields are identified including identification, security, safety,
operation, etc. Obstacles that exist in technology are cost, policy, and privacy that have
dampened wider applications of RFID in transportation area. RFID is one of the most
forceful technologies that will affect the future including the transportation field. It is
believed that RFID-based technologies can be extensively exploited to improve
transportation safety and security, increase the efficiency of the transportation system,

ultimately save costs, and improve our lives.
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