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Background

O The AN/UPX-41(C)* Stage-4 operational transmit certification for AEGIS-Class
ships was signed by NTIA on June 22, 2012 with geographic and platform
number restrictions when operating in proximity to the NAS."

0 Additionally, the Stage-4 certification contained a requirement for a joint FAA-
Navy test to validate the operational restrictions.

0 The Volpe Center, in conjunction with the Navy, FAA Spectrum, and FAA
aeronautical surveillance and collision avoidance systems (ASCAS) SMEs
created a test plan to validate the operational restrictions.

O From August 18-21, 2014 the FAA and Navy conducted the above-mentioned
joint test, under the management of the Volpe Center.

0 Since the test, the Volpe Center has analyzed recorded data to look for
instances of harmful interference that would affect ASCAS system
performance.

*AN/UPX-41(C) Digital Interrogator System when operated in conjunction with the OE-120 antenna, the AN/UPX-29(V) Identification Friend or Foe (IFF) system,
and the AN/UPX-24 software interface Version 2.1.2, controlled by the Cooperative Engagement Capability (CEC), in Naval surface vessels
tSee SPS-18778_1 Navy AN-UPX-41 V5.5 St4
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O Baseline week: August 11th — 15th
= Baseline recording of data from 5 AM -5 PM
o No AN/UPX-41(C) systems Active

O Test week: August 18th — 215t

= August 18t — Baseline recording of data from 5 AM
-5PM

o No AN/UPX-41(C) systems Active
August 19t — Record data from 5 AM — 5 PM

o Cycle 1 and 2 AN/UPX-41(C) systems Active Ny 42
and OFF :

August 20t — Record data from 5 AM — 5 PM

o Cycle 3 and 4 AN/UPX-41(C) systems Active |
and OFF

August 215t — Record data from 5 AM — 5 PM \
o Cycle1, 2, 3, and 4 AN/UPX-41(C) systems
Active and OFF .‘

O Cycling of AN/UPX-41(C) systems Active/OFF occurred every 30 minutes; however, M 0
if N39 (Tech Center signal recording aircraft) was in the air, cycling occurred every 5
minutes

During the test week, non-essential DoD interrogator platforms were scheduled to
be inactive in order to get an accurate baseline of civil ASCAS activity

= This did not occur. Non-test platform radiation was discovered through flight test data.



Data Recording

O During the August test, Enroute Common Gateway (ECG) data was recorded at
the Tech Center from the ADW site.

O The Radar Beacon Analysis Tool (RBAT) was used to analyze ECG data to produce
statistics for the following list of parameters:
= Targets per Scan
= Probability of Detection
= |dentity Reliability
= |dentity Confidence
= Altitude Reliability
= Altitude Confidence
= False Target Percentage
= (0000 Code Percentage
0O Mode S system version D22020 was used to record data extraction files by
Mode S SSR technicians at the SSR Site.
0 Mode S Analysis Tool (MSAT) was used to analyze extraction files to produce
statistics for the following list of parameters:
= FRUIT Rates
» |Interrogation/Reinterrogation Rates
=  ATCRBS Hit count statistics

Q Veise



Data Analysis

Q

Applied time bins that corresponded to the AN/UPX-41(C) Active/OFF
periods from test days (August 19t-21%t) to baseline days to produce
baseline statistics for all parameters

Processed RBAT data through Surveillance Analysis, Scan Summary,
and Beacon False Target Summary programs to find parameters of
interest for each time bin without geographic or target filters

Processed MSAT data through Channel Management Statistics and
FRUIT Analysis programs to find parameters of interest for each time
bin

1) No geographic or target filters

2) >10 NM filter

Produced interrogation, reinterrogation, and hit count statistics for
the Tech Center Aircraft (N39) as it flew within the SSRs LOS

= Focused on possible interference during mainbeam overlap with V10, 8164, and 8225
sites

Q Volse s



Analysis Limitations

O The theoretical or textbook definition of probability of detection is
a function of interrogation/reply round reliability.

0 However, probability of detection in RBAT is the percentage of
target updates versus total number of beam dwells over all targets.

O Therefore, the ability for probability of detection calculated by RBAT
to properly represent theoretical probability of detection is
minimized as the sample size decreases (either through
geographical or time constraints) since it no longer reliably reflects
the target population mean.

0 Example: A target population of two where both targets miss one
update out of ten scans (approximately 50 seconds) results in a
probability of detection of 90%. While this is unacceptable by QARS
blip/scan minimums, we have no knowledge of the updates that
occurred outside of the given time constraint . If both targets
received ten out of ten updates for the previous as well as the next
10 scans, the probability of detection is now 96.7%.

R Volse s



Mode S Data Extraction Issues

O Noticed series of messages dISpIayed by MSAT : interrogation does not match frame table
The interrogation type does not match the expected type from the frame table or the time difference is more than 16 USECs
02:34:23.445
Frame table not synched with actual periods

Try filtering the data starting at a later time or rerun the data

O After talking with Jim Davis, it was found that these errors occurred when CMS was
unable to synchronize the interrogation data with the expected interrogation types
from frame table and/or it was not able to maintain synchronization once it was
achieved.

=  CMS was unable to synchronize due to interrogation data missing in the beginning of the file. Starting 1-5
seconds later fixed this.

= CMS was losing sync due to interrogation data missing at a later time in the file.

O Inasingle beam dwell, the Mode S sensor records the first 21 interrogations and the
rest are thrown away because of data storage space limitations.

0O However, the Mode S sensor does record the number of interrogations past 21 that
occurred and stores that amount in a retry overflow count field.

0 Originally, MSAT did not count interrogations past 21 because they were not recorded
by the Mode S sensor. Now, MSAT has been updated to account for the missing
interrogations by considering the retry overflow count as interrogations without replies.

0O Example:ifin a beam dwell there are 25 interrogations, the Mode S sensor will record
the first 21 and the retry overflow count would be 4.

(‘ ur’.le 7
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Mode S Data Extraction Issues (cont’d)
All call data for DCA

3B:17.336 INT A&AC 27 .58 itime=3ccd490 MODE_334

38:17.336 INT AC 27 .64 itime=3d02k0 MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.344 INT AC 28.19 itimes=3Ishsf0 MODE_C
38:17.344 INT AC 28.26 itime=3effal MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.352 IWNT AC 28.78 itime=409c00 MODE_3A
38:17.352 INT AC 28.85 itime=40d410 MODE_S_SHORT _ROLL_CALL-ALL_CALL
38:17.359 INT AC 29.38 itime=427b00 MODE_C
38:17.359 INT AC 29.44 itime=42bbS0 MODE_S_SHORT_ROLL_CALL~ALL_CALL
38:17.367 INT AC 29.99 itime=445590 MODE_3A
38:17.367 INT AC 30.06 itime=4499b0 MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.375 INT  AC an.sa | Data loss through itime=4639£0 MODE_C
38:17.484 INT  AC 39.05 | Jpbout 8.5° itime=608300 MODE_C
38:17.484 INT AC 39.11 : itime=608350 MODE_S_SHORT_ROLL_CALL~ALL_CALL
38:17.492 INT AC 39.62 itime=528090 MODE_3A
38:17.492 INT AC 39.68 itime=62e b0 MODE_S_SHORT _ROLL_CALL-ALL_CALL

38:17.500 IWNT AC 40.23 1time=b4b1E0 HDDE:C

Previous accounts of lost interrogation data at the Mode S sites was accounted for using
the retry overflow count that was being reported by the Mode S sensor.

However, as the analysis progressed, instances were found where the Mode S site was
not reporting loss of data, but we can clearly see there is a loss of data (see highlighted
above).

The site did not report any missing data, but CMS produced a fatal error due to data not
being present and having no record of data being lost.

This was not discovered previously due to Probability of Detection changing ever so
slightly in the absence of 8 degrees of data for a given time period. This fluctuation of
probability of detection could be due to many reasons. (low elevation angle, non-
compliant transponder, aircraft turning, etc.)

(AR



Analysis Objective

0 We are attempting to observe distinct patterns of change in
the metrics of interest between times when the AN/UPX-
41(C) systems are OFF and when they are Active.

0 While geographic and time filters reduces target update
sample sizes such that a small sample size itself influences the
metric of interest, it is more important to focus on the change
from Off to Active since both the Off and Active periods have
the same constraints applied.

Q Veise



Plot Guide

0 Plots with multiple days of data utilize the time filters from
the Active/Off periods for the date given in the slide’s title

0 Plots that use boxplots

= The edges of the box are the 25t and 75t percentiles. The maximum whisker
length represents approximately 2.7 sigma (99.3%). Points in red are shown as
outliers.

o Exception: Box plots for reinterrogation rate vs time filters have whiskers that
reach to the extent of the furthest outlier.

=  For five minute time bins, there are only 65 ADW scans and, if you miss one
target update, P, will automatically drop to 98.4% (24 out of 25 possible
target reports).

= Horizontal axis 30-min and 5-min time bins are not scaled according to
duration.

Q@ Volse 10
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Probability of Detection — August |9t

Regular Probability of Detection-Beacon
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Percent Probability of Detection

Geographic Filter: None

Probability of Detection — August 20t

Regular Probability of Detection-Beacon
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Probability of Detection — August 215t

Regular Probability of Detection-Beacon
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Individual Aircraft Distribution

a— 7 , —60:,1'S5:9T
. —65:9T'05:9T
ke + + + e m m m \@mno._u.m._wuo._u
D+ + + + 32 E —®9T 0r9l
» S + + + + Toop —@¥:9T'GE9T
"“ + H o+ H 3 WWWW ‘@M_OH.OM.OH
- P P 8 ocm<| —EZOT'STOT
g poooe] ool
+ + + + —
ST s —80:9T°00:9T
-+ + + + o+ + —@0:9T 0€:ST
i HHE I+ + —{@G€:ST'00:ST
P + o+ —@0:ST! Om 4
n- +H4+ A H b+ + + —{GEPT'00:¥T
w I R R + + —{@0:¥T'0E:ET
I W H + —GE:ET'00:ET
P —B0:ET'SS:2T
": + ++ + + —{85:21'0S:2T
B s+ —0S:CT'ShCT
(@ + o+ o+ —sv:2T! O._V 14"
o W + o+ —over'secT
w H 4 + 4+ + —{gegr'oecT
o - + —6E:2T'SeCT
._ PR + —&2:2T'02:¢T
s SRR + + —02:2T! mz_H cl
o N —&r:21'0T:2T
w; 4o+t + + —@T:2T:50:CT
AN . N —€0:2T'00:¢T
w“++++ + o+ + ‘@ONHmmHH
e e —GS:TT'0STT
b HH+H+ ++ + + + —6S:TT'SVIT
" e s e N . —8y:TT'OV'TT
v:+¢+++ 4+ HE + ‘@_\H.ﬂmm.ﬂ.ﬁ
, G + + —(3€:TT'0E:TT
4 HH H+ + + + —(GETT'SC:TT
. N —82:TT'02:TT
D+ . + —02:TT'ST:IT
i+ —ST:IT'0T:IT
-+ +  +H e+ o+ + —BT:IT.S0:TT
@+ - o+ o+ o+ + + —30:TT'00:TT
" Come s oaa .+ —B0:TT'SS:0T
) + + ++ ++ + + —%5:0T'0S:0T
' SANA N —@5:0T'SP:0T
B N —&p:0T'0v:0T
P ++++ + + o+ ‘@_\OHmMOH
& N —e€:0T'0€:0T
S + —GE:0T'S2:0T
HH W+t + —(¥2:01:02:0T
": +HE A+ + ‘@NOHm._H 0T
A+ —&T:0T! OT:0T
“" + A + + —GT:0T'S0:0T
' S s —$0:0T'00:0T
-+ + o+ ++ + ‘@OOHmmGO
v i v+ + N —86:60°'05:60
D+ + + ‘@mmO.m._VOO
“ + o+ + + —&#:60'0%7:60
P+ + —B¥:60:5€:60
s + o+ + + o+ —§€:60'0€:60
i HHH +HAE + —{6€:60°'00:60
: A+ + + ++ + —60:60'0£:80
: A —6£:80°00:80
- —00:80'55:20
o+ o+ —85:20°0S:20
ca . —05:20'S17:20
—S¥:,0'0%:20
—O¥:L0'SE:L0
: g i
i - —@E:/0'S2: .
+ o+ + —4¢:20'02:20
i —0¢:L0'ST:L0
S+ —GT:20'0T:20
+ + —@T:20'50:20
. s . —g0:20'00:20
—00:20°0£:90
—0€:90°00:90
ERROEE —00:90'0€:50
S — | + 4+ + | | | | | | | —B€:50'00:50
o o o o o (=] o o o o
(o2} @ P~ © Lo < ™ N —

uonoalaq jo Anjigqeqoid

R Voipe 19

Time (EDT)

Geographic Filter: None

Target Filter: None



08212014 ADW: Regular Probability of Detection-Beacon

e
+

3
.
.

+ H+

+ +

+

4+ A+
H#+++

+

+ +

+

HoHH
+ A+ e+
+ o+
+ o+

+
T

@ 1 Interrogator Active

O 2Interrogators Active
@ 3interrogators Active
@ 4 Interrogators Active

=©— 08212014

+

++

omo'
Yynu
©b®
A

L0
OO~
©
—

Yrefe!
NI
<

|
%8888%@8ﬁ%@%#%5888%@%Q%@8@8@%@%%@@%@8@2@%%88@@8@8@9@%%8@%@%888888888%@8@83%?83%
LOONMNNMNNMNNMNNMNNMNNNNNNNOONNOOOOO0OO0O0O0000000O0 T AT AAAAAATAANANNANNNANNANNANANMNMNIEITINNOOOOOOOOOOOON

Probability of Detection — August 215t

Individual Aircraft Distribution (zoom-in)
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Total Average # of Targets per Scan

120—

100—

80—

60—

40—

Number of Targets per Scan

—*—08112014
—+—08122014
—+—08132014
—*—08142014
—#%—-08152014
=6~ 08182014
=©—08192014
@ 1 Interrogator Active
O 2 Interrogators Active

20—

08202014
O
‘/ 08212014
)
| [LLLLLLL] ] [l L] [L11] ] [ | |
& [=] [=] [=] [=] [=] [=] [=] [=] [=] OOOOOO0 © © =0 O [=] ~N S OYONO N SO O [=] [=]
@ e @ Q @ Q @ Q ® Q OTITINANMONY, b e 0 e oY TONoO ¥ o ¢ © 5]
re} o © ~ ~ @ @ ] [} S SESCEOS0S i i e N ] ] OIS < EAAA) © o
= Q = = = = = = o s ittt o - A b R e A T s s
=) =) =) =) [=) =) =) =) [=} =) SHOLOCLOOS N © O o =) N < Sosos N AN o [=} [=)
Q 5] Q %] Q @ e ] Q ] OO TNEOY X o e 'Y oA TEONO o Sne « 1]
re} re} © © ~ ~ [<5] <] [} > SEECE0E0S & i e N & ] eIt < EANA) ro} ]
(=] o o o (=] =] =1 =1 o =] B e e ] — e — e et = et — =

Time (EDT)

Geographic Filter: None (‘ Vn'-
Target Filter: None

16:30,17:00

N
=



Targets per Scan - August 20th

Total Average # of Targets per Scan

120—

—— 08112014
—— 08122014
—+— 08132014
—+— 08142014
—+— 08152014
100|— | =©— 08182014

08192014
=©- 08202014

08212014

@ 3Interrogators Active
@ 4 interrogators Active

80—

40—

Number of Targets per Scan
T

20—
_

>
1/
,

| | LULLLL LI L L L L]

% o o [=} o o o o [=] LLOLOLNO LNOLNOLNOLO OLNOLNOLNOLNOLNOLO OLOOLOONOLNOLOOLOOLNOO o o o o o o [=}
[} o [} o @ o [\2] o [\2} MO0 X LOLOOO——ANANMM T LOLNOO NN S ILOLNOM o [} o (3] o [\2} o
=2 e Q e < =2 e < < e S A A 0 A 0 A A 0 LA 0 S A hat b hat bl s s hal
o o o o o o (=} o o OLOOLN OLNOLNOLNOLHOLNOLNOLNOLNOLOOLOOLNOLNOLNOLNOLN OLOOLNO o o o (=} o o o
o (3] (=] [\2} (=] [\2} o [} o OLON NN FLOLNOO—H—NNMM S, TLNLNOO—H—INNMM T ILONO [32] (=} [\2} o 2} o (3]
o o o o o o o o o OOOOOO — — — — — — —

Geographic Filter: None
Target Filter: None

Time (EDT)

(AR



Targets per Scan — August 2[5t

Number of Targets per Scan

Total Average # of Targets per Scan

—— 08112014
—+— 08122014
—*— 08132014
—*—08142014
~—*—08152014
~©-08182014
08192014
08202014
=©~ 08212014
@ 1 Interrogator Active
O 2 Interrogators Active
@ 3 nterrogators Active
@ 4 Interrogators Active

Geographic Filter: None
Target Filter: None

[LLLLLULLLLLL LU

Time (EDT)

o [=] o [=} o e e} [=] o [=} [=] [=]
Q @ Q Q 0 T NI MANCOT NGO NONOM = 0 o @ ‘.3.
© © ~ o)} o} NN < < 0 to) o
S < Q S S i LAY = = s = =
=} o o o) =) Lo =3 o o) o =}
0 & @ © 2 O NN NINNCOHNNMMNNLOO %} I © I 5}
0 © © © & AN o] < < o ro)
<] o <] ) o ~ — = - -




Probability of Detection — August |9th
ATCRBS Targets - Discrete
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ATCRBS Targets - Discrete

Probability of Detection- ATCRBS
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ATCRBS Targets - Discrete
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Mode S Targets

Probablllty of Detectlon Mode S

)
o, - M
98—
97—
c
kel
© 9%
[}
et
[}
[a)
Y—
O 95—
>
=
z
]
o 94—
o
S
o
—*— 08112014
93— —+— 08122014
—*— 08132014
—*—08142014
~—*—08152014
~©-08182014
92— 08192014
08202014
=~ 08212014
@ 1 Interrogator Active
91 O 2 Interrogators Active
@ 3 nterrogators Active
@ 4 Interrogators Active
9ab [ [T [ L] |
) © © ~ NSRRI R G060 o o ORTIIOCOCECEOEK ANANARNARNARNARDD < < 5 5 ©
< < < e COCOCC0COCOCO0 o < COOOO it ARJLRIRJR AR = = = = =
o o o o SHABCLICI0OA00 o o o =) o =) o
0 ) © © NSRS G © o CRTPINCOCECEEOCO NIRRT m < < o 5
o o o ] [SSsSSSSSSSsSs] o <] [Ssiesles b1 - - B B

Time (EDT)

Geographic Filter: None (‘ V! joc 29
Target Filter: None



Identity (3IA) Reliability —August | 9th

| u ntlt _Reliability

10 B8O s - ——— ;ﬁ\
# > é;r’r — _; 'A\\ - -
7Yl e
— N/ _ =
99.8— ~ ( | \/ —
oy
O O| | =
| |
| |
99.6— \ “
|
||
||
I
99.41— l
i
2 9021
9
o
)
X 99—
-
c
Q
(&)
o
98.8—
o
98.6—
—+— 08112014
—+— 08122014
—+— 08132014
—*— 08142014
984 ~—*— 08152014
~©-08182014
=6 08192014
@ 1Interrogator Active
98.2— O 2interrogators Active
08202014
08212014
ogk [ ILLLIL] ] [] | [ ]| L] ] [] ] | |
[=] o) o) o) (] o] o) o] =) (OO0 © < =0 © o) ~NS YOS N T~ O o) o) )
0 e « e 0 e @ e @ e OHANNMOTY, X nn ® e SR TONOO ¥ T ¢ o « o
0 © © N N & © & o) S = o e N I 00 & L < L 1 © © ~
=2 = =2 =2 (=2 = = =2 =2 = et o = el = i it S e = = =
o o o o o o o o o o SOLICLOCIOONS N © o+ o o N oot N aNN O o o o
Q @ o 0 e 0 e 0 e @ OOHNNMMT . o 0 o 0 oo THOO DAL @ Q «
0 ) © © ~ N © % & o BOBE66666 & = e N & 0 & AT <F L 1 ) © ©
o o o o o o o o o o ettt - e - e et e — — —

Time (EDT)

Geographic Filter: None (‘ v 30
Target Filter: None



Identity (3/A) Reliability — August 20th

Identity Reliab

Ak
) y/

10@‘! n P —_——=C ¢ 3 4 —E 5" § NG
[ T \\\\*/,: RS S S ’/‘\ ’g kol % \ »,J“ 9.
S N \ / ) [
99.8(— A (R /8
R
J
||
||
99.6— |
I
|
I
99.4— \H\
1
2 9921
S
8
©
o 99—
—
c
Q
o
8_) 98.8/—
98.6/— —— 08112014
—+— 08122014
—+— 08132014
—*—08142014
98.4— ~—*—08152014
=~ 08182014
08192014
=-©- 08202014
98.21— @ 3Interrogators Active
@ 4 Interrogators Active
08212014
oal L L] | | | |
(@) (@) [@) (@) (@) (@) (@) (@) Yelelye) Mehehehehelhehoheheollosheoholheolheolholheol ob) (@) (@) (@) (@) (@) @) (@)
] S 0 e N Q ¥ .O. 0 OO0 NNOMT FONOOHHNNMM T FLONOO—HNNMMT IINNOM e N 9. 0 Q @ Q
n © © ~ ~ o] oo} (o2} fo2] DONO OOOO0O0O( ACNONONONONONONONONANIANINCND < < n n © © ~
=2 =2 =2 =2 =2 =2 =2 =2 =2 QOOCOH et R A 1 bt = 1 bl "' =
o o o o o o o o o oLNOLNOLN OLNOLNOLNHOLNOLNOLOOLNOLNOLNOLNOLNOLOOLNOLOOLOOLNOLNO o o o o o o o
n n © © ~ ~ oo} @ ()] [e2le)/0) 0202 )] OOOOOOO OOO it r—r—r—r—— OO (32} < < n n © ©
o o o o [S) [S) ] S) <) SOO000 - - - - B - -

Geographic Filter: None
Target Filter: None

Time (EDT)

R Voipe 31



Identity (3/A) Reliability — August 215t

1003 D—@—

"~ N
‘\‘,-‘.
%8 -
99.61—
9941

©

©

N
I

Percent Reliability
8
I

98.8—
—*—08112014
98.6— —+— 08122014
—*— 08132014
—+—08142014
~—% 08152014
98.4— =6~ 08182014
08192014
08202014
=6 08212014
982 @ 1 Interrogator Active
: O 2Interrogators Active
@ 3 Interrogators Active
@ 4 Interrogators Active
ogl [ [ LI L] | [T
o [=] o OLOOL o [=] LOOLOOLNOLOOLNOLOOLNONCL NOLOOLNCL NOLOOLNOLOOLNOO o [=] o [=] o LOOLNOLNOLOOLOOLNO
0 Q 0 O OO NLANOM O 0 N NNCO— NN I LANOO—HNNOXIN FEANCO—NORIMINLONOM e N Q 0 S O NNMONNINNO
n © © ~ INNISININISINNSINN-0000 (o2} (o2} OO OCOOOCOOOOOOCX IONCNANONNONNONANM O < < n n © [{ellelolellolelololclelo b ]
=2 =2 =2 o CCOCOCCO0CO0 S S COOCO— e LRI e bt "' — b < et
o o o o ALOOLNOLNOLNOLNOLNO o o OLNHOLNOLNOLNOLNOLNOLOOLNOLN OLNOLOOLNOLOOLNOLOOLNOLNOLNOLOOLNONO o o o o o OLALNOLNOLNOLOOLND
n n © © NSNS0 @ (o2} OO OOOOOOOOOOO Tt —NOCNONONNNONONNNM (3] < < n n OO
o o o o [SSSSSSSSSSSSS] S) 1) [SSSSSr - ] ] B = et

Time (EDT)

Geographic Filter: None e Vc}pe 32
Target Filter: None



Identity (3/A) Confidence — August |9th
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Identity (3/A) Confidence — August 20th
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Altitude (C) Reliability — August 19th
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Altitude (C) Reliability — August 20th
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Altitude (C) Reliability — August 2[5t
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Altitude (C) Confidence - August |9th
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Altitude (C) Confidence — August 20t
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Altitude (C) Confidence — August 21t
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0000 Codes - August |19th
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False Targets — August | 9th
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False Targets — August 20th
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False Targets — August 21t
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Observations and Conclusions

O The Probability of Detection, Identity Reliability and Confidence,
Altitude Reliability and Confidence, False Targets, 0000 Codes, and
Targets per Scan exhibit no observable adverse trend with respect
to periods of radiation by the AN/UPX-41(C) interrogator.

0 During AN/UPX-41(C) interrogator radiation, the variations or
volatility of the aforementioned metrics are within the bounds of
the variations of the same metrics on non-test days (baseline).

0 In determining possible cases of interference, targets at low
elevation angles exhibited relatively low probabilities of detection
regardless of Active/OFF period

= This inherent skew creates many P, outliers that mask the ability to notice
downward P4, movement due to interference

= An analysis excluding low elevation angle targets is available upon request, but the
conclusions are no different than the first two bullets of this slide.

R Volse 43



Mode S Extraction Data Analysis



ATCRBS FRUIT Rate — August |9th

ADW: Avg. ATCRBS Fruit per Second
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ATCRBS FRUIT Rate vs # of Targets— August | 9t
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ATCRBS FRUIT Rate — August 20th
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ATCRBS FRUIT Rate vs # of Targets — August 20t
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ATCRBS FRUIT Rate — August 215t
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ATCRBS FRUIT Rate vs # of Targets— August 2|5t

ADW: ATCRBS Fruit per Second vs Number of Targets
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Avg. Mode S FRUIT per Second

Mode S FRUIT Rate - August | 9th
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Mode S FRUIT Rate vs # of Targets— August | 9t

ADW Mode S Fruit per Second vs Number of Targets
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Mode S FRUIT Rate - August 20th

ADW: Avg. Mode S Fruit per Second
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Mode S FRUIT Rate vs # of Targets— August 20t

ADW Mode S Fruit per Second vs Number of Targets
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Mode S FRUIT Rate — August 21t
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Mode S FRUIT Rate vs # of Targets— August 2[5t

ADW: Mode S Fruit per Second vs Number of Targets
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Interrogation Rate - All Days
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Site: ADW

Interrogation Rate vs Range — August |9th
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Interrogation Rate

Interrogation

Rate vs Range — August 20th

Site: ADW
20
+ +
+ + + +
i + +
18— — s s + + + —
+ N + +
+
16~ I + + =
+ + +
I I + + +
14 " ) * 1
+ +
- § * +
12| i f % . o
+
ES + + i i . +
10 I — _ + z 4 —]
: ¥ i + + + N N T
i T x + + + + +
8- 1 ; + N . £ + _
+ + " +
¥ + $ $ ¥ i
: ;o
1 S R IS :
-+ : +
21— + . i =
i T — ==
0-1 1-2 2-3 3-4 4-5 5-10 10-15 15-20 20-25 25-30 30-35 35-40 40-45 45-50 50-55 55-60

Geographic Filter: None
Target Filter: None

Range (NM)

R Voipe o5



Interrogation Rate

Interrogation Rate vs Range — August 2[5t
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Reinterrogation Rate

Reinterrogation Rate vs Range — August |9t
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Reinterrogation Rate

Reinterrogation Rate vs Range — August 20t
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Reinterrogation Rate

Reinterrogation Rate vs Range — August 2|5t
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Observations and Conclusions

Q FRUIT Analysis

= ATCRBS FRUIT rates do not always increase when AN/UPX-41(C) interrogators are
Active. This means the AN/UPX-41(C) FRUIT impact, for the Stage 4 configuration,
generates less ATCRBS FRUIT than the normal daily fluctuations of ATCRBS FRUIT
due to changes in traffic densities. This is also confirmed by the generally high
correlation between traffic count and ATCRBS FRUIT rate movements.

=  AN/UPX-41(C) interrogators should have produced no extra Mode S FRUIT and the
plots confirm this.

O Channel Management Statistics

= Targets within 10 NM showed consistently high interrogation/reinterrogation rates

o This phenomenon is due to the unpredictability of roll call target azimuths at
close ranges. The Mode S roll call scheduler starts interrogations many degrees
before the tracker’s predicted azimuth to ensure that unknown changes in
speed and heading will not limit the ability of the Mode S system to get an
update on the target.

o So while the reinterrogation rate is high within 10 NM, it is not due to
transponder occupancy or receiver garble.

o To notice any possible change in interrogation/reinterrogation rates between
Active/OFF periods, targets within 10 NM of SSR site were excluded in the next
section of analysis.
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Interrogation Rate - All Days
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Reinterrogation Rate - All Days
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Interrogation Rate — August | 9th

- ADW: Average Interrogation Rate
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Individual Aircraft Distribution
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Individual Aircraft Distribution
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Individual Aircraft Distribution
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Number of Hits Distribution
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20 NM of ANIUPX-41(C) systems

ADW: Avg. ATCRBS Hits
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20 NM of AN/UPX-41(C) systems: Number of Hits Distribution
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ADW: Avg. ATCRBS Hits
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Number of Hits Distribution
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ATCRBS Number of Hits — August 20th
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution
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ATCRBS Number of Hits — August 215t
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ATCRBS Number of Hits

Number of Hits Distribution
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ATCRBS Number of Hits — August 215t

20 NM of ANIUPX-41(C) systems

ADW: Avg. ATCRBS Hits

8 [TTTTTTTTTTT] \ \ [TTTTTTTTTTT T T I T T T T T T [TTTTTTTTTI

—+—08122014
——08132014
—+—08142014 -
—+—08152014
——08162014
—+—08172014
~6-08182014
—+-08192014
08202014
-©-08212014
@ 1 Interrogator Active
O 2 Interrogators Active —
@ 3 Interrogators Active
® 4 Interrogators Active

Number of Hits

08222014
1 08232014 |
08242014
08252014
ok UL L L | | | LU
@ 8 @ 3 Ok NN NN 3 @ N AN NN N N ALNOO NN NLALNOO— NN NLANOM 8 8 8 8 3 O NSNS
g § 8 § SOREEEE § 8 @ oRusonErpemgdoadoondgems 8§ 8 8 8§ SERERes
Time (EDT)
L i —
Geographic Filter: Sidelobes of AN/UPX-41(C) Systems e vc’ﬂe 93

Target Filter: None



ATCRBS Number of Hits — August 215t
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution
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N39 Statistics



N39 Reinterrogation Rate — August 20t"

August 20, 2014
0.3

0.25 -

0.2 -

0.15 -

m ADW
0.1 -

0.05 -

B e

Average Reinterrogation Rate for All Reinterrogation Rate for N39 Reinterrogation Rate During
Aircrafts Overlaps for N39

O Reinterrogation rate for N39 is lower than average reinterrogation rate for all
aircrafts.

O Reinterrogation rate during overlaps of ADW and AN/UPX-41(C) mainbeams is about
the same as when there are no overlaps.
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N39 Reinterrogation Rate — August 21th

August 21, 2014
0.7

0.6

0.5

0.4

0.3

B ADW
0.2 -

0.1 -

Average Reinterrogation Rate for All Reinterrogation Rate for N39 Reinterrogation Rate During
Aircrafts Overlaps for N39

L Reinterrogation rate for N39 is higher than average reinterrogation rate for all
aircrafts.

L N39 flew directly over ADW and is missing timing of 367 interrogations due to
storage space limitations.

L Reinterrogation rate during overlaps of ADW is unreliable due to timing of
interrogations missing when N39’s interrogation data was not recorded.
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Time vs Range and Number of ATCRBS Hits on

N39 - August 20¢h
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Observations and Conclusions

0 Beyond 10 NM, where reinterrogation rates are not artificially high
due to tracker predictor performance, changes in target
reinterrogation rate average and distribution show no correlation
with times when the AN/UPX-41(C) interrogators were active.

0O When reinterrogation rates are compared with days when no
AN/UPX-41(C) interrogators were active, the average shows no
departure from the normal performance of the Mode S sensor.

0 Similarly, ATCRBS hit count averages and distribution changes show
no correlation with AN/UPX-41(C) active periods.

= The one exception is August 21 when about 80% of the active periods showed a
drop in percent of aircraft with hit count equal to six.

= However, examination of the same day for the other three Mode S sites does not
show this trend.
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Observations and Conclusions (cont’d)

0O The Mode S data extraction files are the only ground sensor
recorded data at the interrogation and reply level.
= Degradation will begin here before it flows up to the track level (i.e. P4, Conf,, Rel.).
= Hence, this analysis gives the clearest picture of spectrum interference that
material affects the SSR surveillance environment.

O With virtually no observable change in reinterrogation rate and
ATCRBS hit count, it is difficult to use this data to predict how more
AN/UPX-41(C) interrogators, beyond the Stage 4 certification,
would change the surveillance environment.

0 Yet, by virtue of the fact that no change was observed at the
interrogation and reply level, the Stage 4 certification restrictions
are more than sufficient to protect FAA SSRs and relaxation of those
restrictions should be considered to help the Navy meet its
operational goals.

R Volse 10



AN/UPX-41(C) Spectrum
Compatibility Test

DCA Mode S Data Analysis

February 03, 2015

v,-.l... _ | |
U”Je The National Transportation Systems Center e U.S. Department of Transportation

Office of the Secretary of Transportation
Advancing transportation innovation for the public good John A. Volpe National Transportation Systems Center



Background

O The AN/UPX-41(C)* Stage-4 operational transmit certification for AEGIS-Class
ships was signed by NTIA on June 22, 2012 with geographic and platform
number restrictions when operating in proximity to the NAS."

0 Additionally, the Stage-4 certification contained a requirement for a joint FAA-
Navy test to validate the operational restrictions.

0 The Volpe Center, in conjunction with the Navy, FAA Spectrum, and FAA
aeronautical surveillance and collision avoidance systems (ASCAS) SMEs
created a test plan to validate the operational restrictions.

O From August 18-21, 2014 the FAA and Navy conducted the above-mentioned
joint test, under the management of the Volpe Center.

0 Since the test, the Volpe Center has analyzed recorded data to look for
instances of harmful interference that would affect ASCAS system
performance.

*AN/UPX-41(C) Digital Interrogator System when operated in conjunction with the OE-120 antenna, the AN/UPX-29(V) Identification Friend or Foe (IFF) system,
and the AN/UPX-24 software interface Version 2.1.2, controlled by the Cooperative Engagement Capability (CEC), in Naval surface vessels
tSee SPS-18778_1 Navy AN-UPX-41 V5.5 St4
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Test Plan
Refresher

O Baseline week: August 11th — 15th
= Baseline recording of data from 5 AM — 5 PM
o No AN/UPX-41(C) systems Active

O Test week: August 18th — 215t

= August 18t — Baseline recording of data from 5 AM
-5PM

o No AN/UPX-41(C) systems Active
August 19th — Record data from 5 AM — 5 PM

o Cycle 1 and 2 AN/UPX-41(C) systems Active
and OFF

August 20t — Record data from 5 AM — 5 PM

o Cycle 3 and 4 AN/UPX-41(C) systems Active WU AN{UPX41(C)
and OFF | test sites

August 215t — Record data from 5 AM — 5 PM

o Cycle1, 2,3, and 4 AN/UPX-41(C) systems
Active and OFF

O Cycling of AN/UPX-41(C) systems Active/OFF occurred evey 30 minutes; however,
if N39 (Tech Center signal recording aircraft) was in the air, cycling occurred every 5
minutes

During the test week, non-essential DoD interrogator platforms were scheduled to : i AN/UPX-41(C) test
be inactive in order to get an accurate baseline of civil ASCAS activity e sites

= This did not occur. Non-test platform radiation was discovered through flight test data. I %j

'f;? Googl
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Data Recording

O During the August test, Enroute Common Gateway (ECG) data was recorded at
the Tech Center from the DCA site.

O The Radar Beacon Analysis Tool (RBAT) was used to analyze ECG data to produce
statistics for the following list of parameters:
= Targets per Scan
= Probability of Detection
= |dentity Reliability
= |dentity Confidence
= Altitude Reliability
= Altitude Confidence
= False Target Percentage
= (0000 Code Percentage
0O Mode S system version D22020 was used to record data extraction files by
Mode S SSR technicians at the SSR Site.
0 Mode S Analysis Tool (MSAT) was used to analyze extraction files to produce
statistics for the following list of parameters:
= FRUIT Rates
» |Interrogation/Reinterrogation Rates
=  ATCRBS Hit count statistics

Q Veise



Data Analysis

Q

Applied time bins that corresponded to the AN/UPX-41(C) Active/OFF
periods from test days (August 19t-21%t) to baseline days to produce
baseline statistics for all parameters

Processed RBAT data through Surveillance Analysis, Scan Summary,
and Beacon False Target Summary programs to find parameters of
interest for each time bin without geographic or target filters

Processed MSAT data through Channel Management Statistics and
FRUIT Analysis programs to find parameters of interest for each time
bin

1) No geographic or target filters

2) >10 NM filter

Produced interrogation, reinterrogation, and hit count statistics for
the Tech Center Aircraft (N39) as it flew within the SSRs LOS

= Focused on possible interference during mainbeam overlap with V10, 8164, and 8225
sites

Q Volse s



Analysis Limitations

O The theoretical or textbook definition of probability of detection is
a function of interrogation/reply round reliability.

0 However, probability of detection in RBAT is the percentage of
target updates versus total number of beam dwells over all targets.

O Therefore, the ability for probability of detection calculated by RBAT
to properly represent theoretical probability of detection is
minimized as the sample size decreases (either through
geographical or time constraints) since it no longer reliably reflects
the target population mean.

0 Example: A target population of two where both targets miss one
update out of ten scans (approximately 50 seconds) results in a
probability of detection of 90%. While this is unacceptable by QARS
blip/scan minimums, we have no knowledge of the updates that
occurred outside of the given time constraint . If both targets
received ten out of ten updates for the previous as well as the next
10 scans, the probability of detection is now 96.7%.

R Volse s



Mode S Data Extraction Issues

O Noticed series of messages dISpIayed by MSAT : interrogation does not match frame table
The interrogation type does not match the expected type from the frame table or the time difference is more than 16 USECs
02:34:23.445
Frame table not synched with actual periods

Try filtering the data starting at a later time or rerun the data

O After talking with Jim Davis, it was found that these errors occurred when CMS was
unable to synchronize the interrogation data with the expected interrogation types
from frame table and/or it was not able to maintain synchronization once it was
achieved.

=  CMS was unable to synchronize due to interrogation data missing in the beginning of the file. Starting 1-5
seconds later fixed this.

= CMS was losing sync due to interrogation data missing at a later time in the file.

O Inasingle beam dwell, the Mode S sensor records the first 21 interrogations and the
rest are thrown away because of data storage space limitations.

0O However, the Mode S sensor does record the number of interrogations past 21 that
occurred and stores that amount in a retry overflow count field.

0 Originally, MSAT did not count interrogations past 21 because they were not recorded
by the Mode S sensor. Now, MSAT has been updated to account for the missing
interrogations by considering the retry overflow count as interrogations without replies.

0O Example:ifin a beam dwell there are 25 interrogations, the Mode S sensor will record
the first 21 and the retry overflow count would be 4.

(‘ ur’.le 7
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Mode S Data Extraction Issues (cont’d)
All call data for DCA

3B:17.336 INT A&AC 27 .58 itime=3ccd490 MODE_334

38:17.336 INT AC 27 .64 itime=3d02k0 MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.344 INT AC 28.19 itimes=3Ishsf0 MODE_C
38:17.344 INT AC 28.26 itime=3effal MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.352 IWNT AC 28.78 itime=409c00 MODE_3A
38:17.352 INT AC 28.85 itime=40d410 MODE_S_SHORT _ROLL_CALL-ALL_CALL
38:17.359 INT AC 29.38 itime=427b00 MODE_C
38:17.359 INT AC 29.44 itime=42bbS0 MODE_S_SHORT_ROLL_CALL~ALL_CALL
38:17.367 INT AC 29.99 itime=445590 MODE_3A
38:17.367 INT AC 30.06 itime=4499b0 MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.375 INT  AC an.sa | Data loss through itime=4639£0 MODE_C
38:17.484 INT  AC 39.05 | Jpbout 8.5° itime=608300 MODE_C
38:17.484 INT AC 39.11 : itime=608350 MODE_S_SHORT_ROLL_CALL~ALL_CALL
38:17.492 INT AC 39.62 itime=528090 MODE_3A
38:17.492 INT AC 39.68 itime=62e b0 MODE_S_SHORT _ROLL_CALL-ALL_CALL

38:17.500 IWNT AC 40.23 1time=b4b1E0 HDDE:C

Previous accounts of lost interrogation data at the Mode S sites was accounted for using
the retry overflow count that was being reported by the Mode S sensor.

However, as the analysis progressed, instances were found where the Mode S site was
not reporting loss of data, but we can clearly see there is a loss of data (see highlighted
above).

The site did not report any missing data, but CMS produced a fatal error due to data not
being present and having no record of data being lost.

This was not discovered previously due to Probability of Detection changing ever so
slightly in the absence of 8 degrees of data for a given time period. This fluctuation of
probability of detection could be due to many reasons. (low elevation angle, non-
compliant transponder, aircraft turning, etc.)
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Analysis Objective

0 We are attempting to observe distinct patterns of change in
the metrics of interest between times when the AN/UPX-
41(C) systems are OFF and when they are Active.

0 While geographic and time filters reduces target update
sample sizes such that a small sample size itself influences the
metric of interest, it is more important to focus on the change
from Off to Active since both the Off and Active periods have
the same constraints applied.

Q Veise



Plot Guide

0 Plots with multiple days of data utilize the time filters from
the Active/Off periods for the date given in the slide’s title

0 Plots that use boxplots

= The edges of the box are the 25t and 75t percentiles. The maximum whisker
length represents approximately 2.7 sigma (99.3%). Points in red are shown as
outliers.

o Exception: Box plots for reinterrogation rate vs time filters have whiskers that
reach to the extent of the furthest outlier.

= For five minute time bins, there are only 65 DCA scans and, if you miss one
target update, P, will automatically drop to 98.4% (24 out of 25 possible
target reports).

= Horizontal axis 30-min and 5-min time bins are not scaled according to
duration.
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Probability of Detection — August |9t
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Percent Probability of Detection

Probability of Detection — August 20t

Regular Probability of Detection-Beacon
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Probability of Detection — August 215t

Regular Probability of Detection-Beacon
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False Targets — August | 9th
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False Targets — August 20th
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False Targets — August 21t

Total False Target Rate
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Observations and Conclusions

O The Probability of Detection, Identity Reliability and Confidence,
Altitude Reliability and Confidence, False Targets, 0000 Codes, and
Targets per Scan exhibit no observable adverse trend with respect
to periods of radiation by the AN/UPX-41(C) interrogator.

0 During AN/UPX-41(C) interrogator radiation, the variations or
volatility of the aforementioned metrics are within the bounds of
the variations of the same metrics on non-test days (baseline).

0 In determining possible cases of interference, targets at low
elevation angles exhibited relatively low probabilities of detection
regardless of Active/OFF period

= This inherent skew creates many P, outliers that mask the ability to notice
downward P4, movement due to interference

= An analysis excluding low elevation angle targets is available upon request, but the
conclusions are no different than the first two bullets of this slide.
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ATCRBS FRUIT Rate vs # of Targets— August | 9t

DCA ATCRBS Fruit per Second vs Number of Targets
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ATCRBS FRUIT Rate — August 20th

DCA: Avg. ATCRBS Fruit per Second
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ATCRBS FRUIT Rate vs # of Targets — August 20t

DCA ATCRBS Fruit per Second vs Number of Targets
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Avg. ATCRBS FRUIT per Second

ATCRBS FRUIT Rate — August 215t
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ATCRBS FRUIT Rate vs # of Targets— August 2|5t

DCA ATCRBS Fruit per Second vs Number of Targets
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Mode S FRUIT Rate - August | 9th

DCA: Avg. Mode S Fruit per Second
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Mode S FRUIT Rate - August 20th
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Mode S FRUIT Rate vs # of Targets— August 20t

DCA Mode S Fruit per Second vs Number of Targets
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Mode S FRUIT Rate — August 21t

DCA: Avg. Mode S Fruit per Second
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Avg. Mode S FRUIT per Second

Mode S FRUIT Rate vs # of Targets— August 2[5t

DCA: Mode S Fruit per Second vs Number of Targets
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Interrogation Rate - All Days
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Reinterrogation Rate - All Days

DCA:Average Reinterrogation Rate
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Interrogation Rate vs Range — August 20th

Site: DCA
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Interrogation Rate vs Range — August 2[5t

Site: DCA
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Reinterrogation Rate vs Range — August |9t

Site: DCA
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Reinterrogation Rate

Reinterrogation Rate vs Range — August 2|5t
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Observations and Conclusions

Q FRUIT Analysis

= ATCRBS FRUIT rates do not always increase when AN/UPX-41(C) interrogators are
Active. This means the AN/UPX-41(C) FRUIT impact, for the Stage 4 configuration,
generates less ATCRBS FRUIT than the normal daily fluctuations of ATCRBS FRUIT
due to changes in traffic densities. This is also confirmed by the generally high
correlation between traffic count and ATCRBS FRUIT rate movements.

=  AN/UPX-41(C) interrogators should have produced no extra Mode S FRUIT and the
plots confirm this.

O Channel Management Statistics

= Targets within 10 NM showed consistently high interrogation/reinterrogation rates

o This phenomenon is due to the unpredictability of roll call target azimuths at
close ranges. The Mode S roll call scheduler starts interrogations many degrees
before the tracker’s predicted azimuth to ensure that unknown changes in
speed and heading will not limit the ability of the Mode S system to get an
update on the target.

o So while the reinterrogation rate is high within 10 NM, it is not due to
transponder occupancy or receiver garble.

o To notice any possible change in interrogation/reinterrogation rates between
Active/OFF periods, targets within 10 NM of SSR site were excluded in the next
section of analysis.
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Interrogation Rate - All Days

DCA:Average Interrogation Rate
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Reinterrogation Rate - All Days
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Interrogation Rate — August | 9th

DCA: Average Interrogation Rate
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Interrogation Rate — August 20t

DCA: Average Interrogation Rate
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Interrogation Rate — August 215t

DCA: Average Interrogation Rate
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Reinterrogation Rate — August | 9t"

DCA: % of Channel Time Used for Reinterrogations

—+—08172014
=©-08182014
-©-08192014
@ 1 Interrogator Active
O 2 Interrogators Active
—+—08202014
08212014
08222014

04—

0.35

0.3

0.25

Relnterrogation Rate

0.2

0.15

\‘( | LI ] L[] | [ [[I]] ] L[] ]

O]() o o o o o o o o o LOOLOOLOOLOOLN © —0 O o NN oONoOYO) N NI~ O o o o
) o 0 Q 0 I ) Q 0 e O NN, x o M Q [ OO ¥ TN ¢ IS 0 e
0 © © ~ N~ [e0) [e0) [} [ o OOOOOOOO0 i - —— N o] [s2.901es] (52909250 4 Aaalie] © © ~
=2 = =2 (=2 = = =2 =2 =2 = et = ~ b = e\ bl e = — —
o o o o o o o o o o OLOOLNOLNOLNO I~ © o+ O o N~ oo N aN~N O o o o
@ 0 Q 0 e 0 e i @ 0 COTHHNNCMMY, ¥, < S0 e @ [y O Y N Qe 0 Q 0
n 0 © © ~ ~ @ [o0) (2] [e2] OOOOCOO000 O — = N ~N omom 529092 00 Sk 4 Aaaltel n © ©
o o o o o o o o o o e — - - i e e — — — —

Time (EDT)

Geographic Filter: None
Target Filter: Targets > 10 NM from SSR

76



Reinterrogation Rate — August |9t"

Individual Aircraft Distribution

DCA: Reinterrogation Rate
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Reinterrogation Rate — August 20t"

045 DCA: % of Channel Time Used for Reinterrogations
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Reinterrogation Rate — August 20t

Individual Aircraft Distribution

DCA: Reinterrogation Rate
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Reinterrogation Rate — August 2[5t

DCA: % of Channel Time Used for Reinterrogations
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Reinterrogation Rate — August 2|5t

Individual Aircraft Distribution

DCA: Reinterrogation Rate
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ATCRBS Number of Hits vs Range - All Days

DCA:Average Number of ATCRBS Hits
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ATCRBS Number of Hits — August |9th

DCA: Avg. ATCRBS Hits
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Percent of ATCRBS Reports

ATCRBS Number of Hits — August |9th

Number of Hits Distribution
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ATCRBS Number of Hits — August |9th

20 NM of ANIUPX-41(C) systems

DCA: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August |9th
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution

08192014 DCA: Percent of ATCRBS Report vs Number of Hits
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ATCRBS Number of Hits — August 20th

DCA: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August 20th

Number of Hits Distribution

08202014 DCA Percent of ATCRBS Report vs Number of Hits
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ATCRBS Number of Hits — August 20th

20 NM of ANIUPX-41(C) systems

DCA: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August 20st
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution
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ATCRBS Number of Hits — August 215t

DCA: Avg. ATCRBS Hits

8 [TTTTTTITTTT [TTITTTTTTIT T T I I T T T T oIoTT [TTTTTTTTT]
77 —
2]
57 —
41— —
37 —
—+—08172014
-©-08182014
2= —+-08192014 ]
08202014
-©-08212014
@ 1 Interrogator Active
= O 2Interrogators Active | _|
@ 3 Interrogators Active
® 4 Interrogators Active
08222014
b LU L L] \ \ LI
NONOOONONO0 ehehehehelhehohohohohelholholhohohoholtelholyelyeel e elrelyolyol el
7o} © © ~ INNINININNININNINN0000 (o) [ OXOOOOCOOOOCOOOO ettt < < Yo} [T} © [(olelolelololelolelolo ]
= = = = CO0OCO0O0O0C0 = = OO0ttt et e e bl b = = — e
o o o o OLNOLNALNOLNOLOOLNO o o OLOOLNOLNOLNOLNOLNCLNOLNOLNOLNOLNCOLNOLNOLOOLNOLNOLNOLNOLOOLOOLNO o o o o o OLNOLNOLNOLNOLOOLD
o (2] o ™ OO——NNMMSSILALNO ™ o O SILOLNO Ok ILOLNO OIS ILOLNOO—F—ONONNOMSILOLNO [92) o ™ o [90) OO—=NNMMSNLOLND
2 o 2 o p = o 5 o 2 o
o o o o OO0 o o OO0tttk - - - - - etk

Geographic Filter: None
Target Filter: Exclude Targets with Elevation angle < 2°

Time (EDT)

D Voipe o1



ATCRBS Number of Hits

Number of Hits Distribution

08212014 DCA: Percent of ATCRBS Report vs Number of Hlts
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20 NM of ANIUPX-41(C) systems
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N39 Reinterrogation Rate — August 20th

August 20, 2014

o
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0.15 -

EDCA

Reinterrogation Rate
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0.05 -

m

Average Reinterrogation Rate for All Reinterrogation Rate for N39 Reinterrogation Rate During Overlaps
Aircrafts for N39

O Reinterrogation rate for N39 is lower than average reinterrogation rate for all
aircrafts.

O Reinterrogation rate during overlaps of DCA and AN/UPX-41(C) mainbeams is about
the same as when there are no overlaps.
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N39 Reinterrogation Rate — August 2|th

August 21, 2014
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Aircrafts Overlaps for N39

L Reinterrogation rate for N39 is about the same as the average reinterrogation rate
for all aircrafts.
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Time vs Range and Number of ATCRBS Hits on

N39 — August 215t
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Observations and Conclusions

0 Beyond 10 NM, where reinterrogation rates are not artificially high
due to tracker predictor performance, changes in target
reinterrogation rate average and distribution show no correlation
with times when the AN/UPX-41(C) interrogators were active.

0O When reinterrogation rates are compared with days when no
AN/UPX-41(C) interrogators were active, the average shows no
departure from the normal performance of the Mode S sensor.

0 Similarly, ATCRBS hit count averages and distribution changes show
no correlation with AN/UPX-41(C) active periods.

= The one exception is August 21 when about 80% of the active periods showed a
drop in percent of aircraft with hit count equal to six.

= However, examination of the same day for the other three Mode S sites does not
show this trend.

@ Volse 10
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Observations and Conclusions (cont’d)

0O The Mode S data extraction files are the only ground sensor
recorded data at the interrogation and reply level.
= Degradation will begin here before it flows up to the track level (i.e. P4, Conf,, Rel.).
= Hence, this analysis gives the clearest picture of spectrum interference that
material affects the SSR surveillance environment.

O With virtually no observable change in reinterrogation rate and
ATCRBS hit count, it is difficult to use this data to predict how more
AN/UPX-41(C) interrogators, beyond the Stage 4 certification,
would change the surveillance environment.

0 Yet, by virtue of the fact that no change was observed at the
interrogation and reply level, the Stage 4 certification restrictions
are more than sufficient to protect FAA SSRs and relaxation of those
restrictions should be considered to help the Navy meet its
operational goals.

R Volse 10



AN/UPX-41(C) Spectrum
Compatibility Test

IAD Mode S Data Analysis

February 03, 2015

v,-.l... _ | |
U”Je The National Transportation Systems Center e U.S. Department of Transportation

Office of the Secretary of Transportation
Advancing transportation innovation for the public good John A. Volpe National Transportation Systems Center



Background

O The AN/UPX-41(C)* Stage-4 operational transmit certification for AEGIS-Class
ships was signed by NTIA on June 22, 2012 with geographic and platform
number restrictions when operating in proximity to the NAS."

0 Additionally, the Stage-4 certification contained a requirement for a joint FAA-
Navy test to validate the operational restrictions.

0 The Volpe Center, in conjunction with the Navy, FAA Spectrum, and FAA
aeronautical surveillance and collision avoidance systems (ASCAS) SMEs
created a test plan to validate the operational restrictions.

O From August 18-21, 2014 the FAA and Navy conducted the above-mentioned
joint test, under the management of the Volpe Center.

0 Since the test, the Volpe Center has analyzed recorded data to look for
instances of harmful interference that would affect ASCAS system
performance.

*AN/UPX-41(C) Digital Interrogator System when operated in conjunction with the OE-120 antenna, the AN/UPX-29(V) Identification Friend or Foe (IFF) system,
and the AN/UPX-24 software interface Version 2.1.2, controlled by the Cooperative Engagement Capability (CEC), in Naval surface vessels
tSee SPS-18778_1 Navy AN-UPX-41 V5.5 St4

QD Voise 2



Refresher: B

B

#an

Baseline week: August 11t — 15t
= Baseline recording of data from 5 AM -5 PM
o No AN/UPX-41(C) systems Active

Test week: August 18th — 215t

» August 18t — Baseline recording of data from 5 AM ]
—-5PM s

o No AN/UPX-41(C) systems Active
August 19t — Record data from 5 AM — 5 PM
o Cycle 1 and 2 AN/UPX-41(C) systems Active & : T y 81 64 8225 z

PE
Delaware &

and OFF T {
August 20t — Record data from 5 AM — 5 PM £ iy, 3 R \
R AN/UPX:-4

o Cycle 3 and 4 AN/UPX-41(C) systems Active &= _
and OFF ) A8 test sitess

August 215t — Record data from 5 AM — 5 PM
o Cycle1, 2,3, and 4 AN/UPX-41(C) systems
Active and OFF

Cycling of AN/UPX-41(C) systems Active/OFF occurred every 30 minutes; however, V- J‘V 24
if N39 (Tech Center signal recording aircraft) was in the air, cycling occurred every 5 :

minutes Bt WaIIops Island

During the test week, non-essential DoD interrogator platforms were scheduled to e vy Y AN/UPX-41(C) test
be inactive in order to get an accurate baseline of civil ASCAS activity Y sites

= This did not occur. Non-test platform radiation was discovered through flight test data. - o Google earth



Data Recording

O During the August test, Enroute Common Gateway (ECG) data was recorded at
the Tech Center from the IAD site.

O The Radar Beacon Analysis Tool (RBAT) was used to analyze ECG data to produce
statistics for the following list of parameters:
= Targets per Scan
= Probability of Detection
= |dentity Reliability
= |dentity Confidence
= Altitude Reliability
= Altitude Confidence
= False Target Percentage
= (0000 Code Percentage
0O Mode S system version D22020 was used to record data extraction files by
Mode S SSR technicians at the SSR Site.
0 Mode S Analysis Tool (MSAT) was used to analyze extraction files to produce
statistics for the following list of parameters:
= FRUIT Rates
» |Interrogation/Reinterrogation Rates
=  ATCRBS Hit count statistics

Q Veise



Data Analysis

Q

Applied time bins that corresponded to the AN/UPX-41(C) Active/OFF
periods from test days (August 19t-21%t) to baseline days to produce
baseline statistics for all parameters

Processed RBAT data through Surveillance Analysis, Scan Summary,
and Beacon False Target Summary programs to find parameters of
interest for each time bin without geographic or target filters

Processed MSAT data through Channel Management Statistics and
FRUIT Analysis programs to find parameters of interest for each time
bin

1) No geographic or target filters

2) >10 NM filter

Produced interrogation, reinterrogation, and hit count statistics for
the Tech Center Aircraft (N39) as it flew within the SSRs LOS

= Focused on possible interference during mainbeam overlap with V10, 8164, and 8225
sites

Q Volse s



Analysis Limitations

O The theoretical or textbook definition of probability of detection is
a function of interrogation/reply round reliability.

0 However, probability of detection in RBAT is the percentage of
target updates versus total number of beam dwells over all targets.

O Therefore, the ability for probability of detection calculated by RBAT
to properly represent theoretical probability of detection is
minimized as the sample size decreases (either through
geographical or time constraints) since it no longer reliably reflects
the target population mean.

0 Example: A target population of two where both targets miss one
update out of ten scans (approximately 50 seconds) results in a
probability of detection of 90%. While this is unacceptable by QARS
blip/scan minimums, we have no knowledge of the updates that
occurred outside of the given time constraint . If both targets
received ten out of ten updates for the previous as well as the next
10 scans, the probability of detection is now 96.7%.

R Volse s



Mode S Data Extraction Issues

O Noticed series of messages dISpIayed by MSAT : interrogation does not match frame table
The interrogation type does not match the expected type from the frame table or the time difference is more than 16 USECs
02:34:23.445
Frame table not synched with actual periods

Try filtering the data starting at a later time or rerun the data

O After talking with Jim Davis, it was found that these errors occurred when CMS was
unable to synchronize the interrogation data with the expected interrogation types
from frame table and/or it was not able to maintain synchronization once it was
achieved.

=  CMS was unable to synchronize due to interrogation data missing in the beginning of the file. Starting 1-5
seconds later fixed this.

= CMS was losing sync due to interrogation data missing at a later time in the file.

O Inasingle beam dwell, the Mode S sensor records the first 21 interrogations and the
rest are thrown away because of data storage space limitations.

0O However, the Mode S sensor does record the number of interrogations past 21 that
occurred and stores that amount in a retry overflow count field.

0 Originally, MSAT did not count interrogations past 21 because they were not recorded
by the Mode S sensor. Now, MSAT has been updated to account for the missing
interrogations by considering the retry overflow count as interrogations without replies.

0O Example:ifin a beam dwell there are 25 interrogations, the Mode S sensor will record
the first 21 and the retry overflow count would be 4.

(‘ ur’.le 7
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Mode S Data Extraction Issues (cont’d)
All call data for DCA

3B:17.336 INT A&AC 27 .58 itime=3ccd490 MODE_334

38:17.336 INT AC 27 .64 itime=3d02k0 MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.344 INT AC 28.19 itimes=3Ishsf0 MODE_C
38:17.344 INT AC 28.26 itime=3effal MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.352 IWNT AC 28.78 itime=409c00 MODE_3A
38:17.352 INT AC 28.85 itime=40d410 MODE_S_SHORT _ROLL_CALL-ALL_CALL
38:17.359 INT AC 29.38 itime=427b00 MODE_C
38:17.359 INT AC 29.44 itime=42bbS0 MODE_S_SHORT_ROLL_CALL~ALL_CALL
38:17.367 INT AC 29.99 itime=445590 MODE_3A
38:17.367 INT AC 30.06 itime=4499b0 MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.375 INT  AC an.sa | Data loss through itime=4639£0 MODE_C
38:17.484 INT  AC 39.05 | Jpbout 8.5° itime=608300 MODE_C
38:17.484 INT AC 39.11 : itime=608350 MODE_S_SHORT_ROLL_CALL~ALL_CALL
38:17.492 INT AC 39.62 itime=528090 MODE_3A
38:17.492 INT AC 39.68 itime=62e b0 MODE_S_SHORT _ROLL_CALL-ALL_CALL

38:17.500 IWNT AC 40.23 1time=b4b1E0 HDDE:C

Previous accounts of lost interrogation data at the Mode S sites was accounted for using
the retry overflow count that was being reported by the Mode S sensor.

However, as the analysis progressed, instances were found where the Mode S site was
not reporting loss of data, but we can clearly see there is a loss of data (see highlighted
above).

The site did not report any missing data, but CMS produced a fatal error due to data not
being present and having no record of data being lost.

This was not discovered previously due to Probability of Detection changing ever so
slightly in the absence of 8 degrees of data for a given time period. This fluctuation of
probability of detection could be due to many reasons. (low elevation angle, non-
compliant transponder, aircraft turning, etc.)

(AR



Analysis Objective

0 We are attempting to observe distinct patterns of change in
the metrics of interest between times when the AN/UPX-
41(C) systems are OFF and when they are Active.

0 While geographic and time filters reduces target update
sample sizes such that a small sample size itself influences the
metric of interest, it is more important to focus on the change
from Off to Active since both the Off and Active periods have
the same constraints applied.

Q Veise



Plot Guide

0 Plots with multiple days of data utilize the time filters from
the Active/Off periods for the date given in the slide’s title

0 Plots that use boxplots

= The edges of the box are the 25t and 75t percentiles. The maximum whisker
length represents approximately 2.7 sigma (99.3%). Points in red are shown as
outliers.

o Exception: Box plots for reinterrogation rate vs time filters have whiskers that
reach to the extent of the furthest outlier.

= For five minute time bins, there are only 65 IAD scans and, if you miss one
target update, P, will automatically drop to 98.4% (24 out of 25 possible
target reports).

= Horizontal axis 30-min and 5-min time bins are not scaled according to
duration.

Q@ Volse 10



Target Metrics with No Filter



Probability of Detection — August |9t

Regular Probability of Detection-Beacon
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Individual Aircraft Distribution (zoom-in)
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Individual Aircraft Distribution (zoom-in)
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Altitude (C) Confidence — August 21t
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0000 Codes - August |19th
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0000 Codes — August 20th
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0000 Codes — August 215t
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False Targets — August | 9th
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False Targets — August 21t
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Observations and Conclusions

O The Probability of Detection, Identity Reliability and Confidence,
Altitude Reliability and Confidence, False Targets, 0000 Codes, and
Targets per Scan exhibit no observable adverse trend with respect
to periods of radiation by the AN/UPX-41(C) interrogator.

0 During AN/UPX-41(C) interrogator radiation, the variations or
volatility of the aforementioned metrics are within the bounds of
the variations of the same metrics on non-test days (baseline).

0 In determining possible cases of interference, targets at low
elevation angles exhibited relatively low probabilities of detection
regardless of Active/OFF period

= This inherent skew creates many P, outliers that mask the ability to notice
downward P4, movement due to interference

= An analysis excluding low elevation angle targets is available upon request, but the
conclusions are no different than the first two bullets of this slide.
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IAD: Avg. ATCRBS Fruit per Second
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ATCRBS FRUIT Rate vs # of Targets— August | 9t

IAD: ATCRBS Fruit per Second vs Number of Targets
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ATCRBS FRUIT Rate — August 20th

IAD: Avg. ATCRBS Fruit per Second
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ATCRBS FRUIT Rate vs # of Targets — August 20t

IAD ATCRBS Fruit per Second vs Number of Targets
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ATCRBS FRUIT Rate — August 215t

IAD: Avg. ATCRBS Fruit per Second
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ATCRBS FRUIT Rate vs # of Targets— August 2|5t

IAD: ATCRBS Fruit per Second vs Number of Targets
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Mode S FRUIT Rate - August | 9th
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Mode S FRUIT Rate - August 20th

——08112014
——08122014
180 | ——08132014 ]
—+—08142014
—+—08152014
—+—08162014
—+—08172014
=©-08182014
—+-08192014
140}— | =©=08202014
@ 3 Interrogators Active
@ 4 Interrogators Active

160—

08212014
1201~ 08222014 .
08232014
08242014
100 08252014 |

Avg. Mode S FRUIT per Second

L b
0 © © ~ ~ @ [eo] (o2 (o2} OOV OO0 =N < < n n © © N~
Q Q < Q Q < Q Q Q Rt S A A S AL S AL = = = s = had 4
o o o o o o o o o ANONOLN  OLNOLNOLNOLNOLNOLNOLNOLNOLNOLOOLNOLNOLNOLNOLNOLNOLNO o o o o o o o
Q @ I 0 Q N I e Q XTI NN AR NN HLALNCOH NN TILAL00 @ e “ .O. ® I ®
o] [Te} © © ~ N~ [} @ (o2} OO0 OOOOOOOOOO =N (2} < < n n © ©
o o o o o o o o o OO0 — — - — — - —

Time (EDT)
Geographic Filter: None (‘ ‘!’"ﬁe 58

Target Filter: None



Mode S FRUIT Rate vs # of Targets— August 20t
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Mode S FRUIT Rate — August 21t

200 IAD: Avg. Mode S Fruit per Second
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Mode S FRUIT Rate vs # of Targets— August 2[5t

IAD: Mode S Fruit per Second vs Number of Targets
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Interrogation Rate - All Days
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Reinterrogation Rate - All Days
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Interrogation Rate vs Range — August |9th
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Interrogation Rate vs Range — August 20th
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Interrogation Rate vs Range — August 2[5t
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Reinterrogation Rate vs Range — August 20t
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Reinterrogation Rate vs Range — August 2|5t

Site: IAD
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Observations and Conclusions

Q FRUIT Analysis

= ATCRBS FRUIT rates do not always increase when AN/UPX-41(C) interrogators are
Active. This means the AN/UPX-41(C) FRUIT impact, for the Stage 4 configuration,
generates less ATCRBS FRUIT than the normal daily fluctuations of ATCRBS FRUIT
due to changes in traffic densities. This is also confirmed by the generally high
correlation between traffic count and ATCRBS FRUIT rate movements.

=  AN/UPX-41(C) interrogators should have produced no extra Mode S FRUIT and the
plots confirm this.

O Channel Management Statistics

= Targets within 10 NM showed consistently high interrogation/reinterrogation rates

o This phenomenon is due to the unpredictability of roll call target azimuths at
close ranges. The Mode S roll call scheduler starts interrogations many degrees
before the tracker’s predicted azimuth to ensure that unknown changes in
speed and heading will not limit the ability of the Mode S system to get an
update on the target.

o So while the reinterrogation rate is high within 10 NM, it is not due to
transponder occupancy or receiver garble.

o To notice any possible change in interrogation/reinterrogation rates between
Active/OFF periods, targets within 10 NM of SSR site were excluded in the next
section of analysis.

@ Volse 70



Interrogation Rate - All Days

IAD:Average Interrogation Rate
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Reinterrogation Rate - All Days
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Interrogation Rate — August | 9th

IAD: Average Interrogation Rate
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Interrogation Rate — August 20th

IAD: Average Interrogation Rate
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Interrogation Rate — August 215t
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Reinterrogation Rate — August | 9t"

IAD: % of Channel Time Used for Reinterrogations
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Reinterrogation Rate — August |9t"

Individual Aircraft Distribution
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Reinterrogation Rate — August 20t"
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Reinterrogation Rate — August 20t

Individual Aircraft Distribution
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Reinterrogation Rate — August 2[5t

IAD: % of Channel Time Used for Reinterrogations
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Reinterrogation Rate — August 2|5t

Individual Aircraft Distribution
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ATCRBS Number of Hits vs Range - All Days
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ATCRBS Number of Hits — August |9th

Number of Hits Distribution
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ATCRBS Number of Hits — August |9th
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ATCRBS Number of Hits — August |9th
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution

08192014 IAD: Percent of ATCRBS Report vs Number of Hits
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ATCRBS Number of Hits — August 20th

IAD: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August 20th

Number of Hits Distribution

5 08202014 IAD: Percent of ATCRBS Report vs Number of Hits
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ATCRBS Number of Hits — August 20th

20 NM of ANIUPX-41(C) systems

IAD: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August 20th
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution
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ATCRBS Number of Hits — August 215t

IAD: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August 215t

Number of Hits Distribution
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ATCRBS Number of Hits — August 215t

20 NM of ANIUPX-41(C) systems
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ATCRBS Number of Hits — August 215t
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution
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N39 Statistics



N39 Reinterrogation Rate — August 20t"

August 20, 2014
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B =

Average Reinterrogation Rate for Reinterrogation Rate for N39 Reinterrogation Rate During
All Aircrafts Overlaps for N39

O Reinterrogation rate for N39 is lower than average reinterrogation rate for all
aircrafts.

O Reinterrogation rate during overlaps of IAD and AN/UPX-41(C) mainbeams is about
the same as when there are no overlaps.
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N39 Reinterrogation Rate — August 21th

August 21, 2014
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L Reinterrogation Rate for N39 is lower than average reinterrogation rate for all
aircrafts.

L Reinterrogation rate for N39 during mainbeam overlaps is about the same as when
they are no overlaps.
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Time vs Range and Number of ATCRBS Hits on

N39 - August 20¢h
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Time vs Range and Number of ATCRBS Hits on

N39 — August 2]t
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Observations and Conclusions

0 Beyond 10 NM, where reinterrogation rates are not artificially high
due to tracker predictor performance, changes in target
reinterrogation rate average and distribution show no correlation
with times when the AN/UPX-41(C) interrogators were active.

0O When reinterrogation rates are compared with days when no
AN/UPX-41(C) interrogators were active, the average shows no
departure from the normal performance of the Mode S sensor.

0 Similarly, ATCRBS hit count averages and distribution changes show
no correlation with AN/UPX-41(C) active periods.

= The one exception is August 21 when about 80% of the active periods showed a
drop in percent of aircraft with hit count equal to six.

= However, examination of the same day for the other three Mode S sites does not
show this trend.
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Observations and Conclusions (cont’d)

0O The Mode S data extraction files are the only ground sensor
recorded data at the interrogation and reply level.
= Degradation will begin here before it flows up to the track level (i.e. P4, Conf,, Rel.).
= Hence, this analysis gives the clearest picture of spectrum interference that
material affects the SSR surveillance environment.

O With virtually no observable change in reinterrogation rate and
ATCRBS hit count, it is difficult to use this data to predict how more
AN/UPX-41(C) interrogators, beyond the Stage 4 certification,
would change the surveillance environment.

0 Yet, by virtue of the fact that no change was observed at the
interrogation and reply level, the Stage 4 certification restrictions
are more than sufficient to protect FAA SSRs and relaxation of those
restrictions should be considered to help the Navy meet its
operational goals.
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Background

O The AN/UPX-41(C)* Stage-4 operational transmit certification for AEGIS-Class
ships was signed by NTIA on June 22, 2012 with geographic and platform
number restrictions when operating in proximity to the NAS."

0 Additionally, the Stage-4 certification contained a requirement for a joint FAA-
Navy test to validate the operational restrictions.

0 The Volpe Center, in conjunction with the Navy, FAA Spectrum, and FAA
aeronautical surveillance and collision avoidance systems (ASCAS) SMEs
created a test plan to validate the operational restrictions.

O From August 18-21, 2014 the FAA and Navy conducted the above-mentioned
joint test, under the management of the Volpe Center.

0 Since the test, the Volpe Center has analyzed recorded data to look for
instances of harmful interference that would affect ASCAS system
performance.

*AN/UPX-41(C) Digital Interrogator System when operated in conjunction with the OE-120 antenna, the AN/UPX-29(V) Identification Friend or Foe (IFF) system,
and the AN/UPX-24 software interface Version 2.1.2, controlled by the Cooperative Engagement Capability (CEC), in Naval surface vessels
tSee SPS-18778_1 Navy AN-UPX-41 V5.5 St4

QD Voise 2
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8164 18225 ol
; ; N ; i
s Pax River” ¥<3

Refresher = e\ <

- test sites

-

O Baseline week: August 11th — 15t ¢
= Baseline recording of data from 5 AM —5 PM [
o No AN/UPX-41(C) systems Active

O Test week: August 18th — 215t

= August 18t — Baseline recording of data from 5 AM
-5PM

o No AN/UPX-41(C) systems Active
August 19t — Record data from 5 AM — 5 PM

o Cycle 1 and 2 AN/UPX-41(C) systems Active
and OFF

August 20t — Record data from 5 AM — 5 PM

o Cycle 3 and 4 AN/UPX-41(C) systems Active
and OFF

August 215t — Record data from 5 AM — 5 PM
o Cycle1, 2,3, and 4 AN/UPX-41(C) systems
Active and OFF fada®n %
Cycling of AN/UPX-41(C) systems Active/OFF occurred every
30 minutes; however, if N39 (Tech Center signal recording
aircraft) was in the air, cycling occurred every 5 minutes

During the test week, non-essential DoD interrogator
platforms were scheduled to be inactive in order to get an
accurate baseline of civil ASCAS activity

= This did not occur. Non-test platform radiation was discovered
through flight test data.




Data Recording

O During the August test, Enroute Common Gateway (ECG) data was recorded at
the Tech Center from the ORF site.

O The Radar Beacon Analysis Tool (RBAT) was used to analyze ECG data to produce
statistics for the following list of parameters:
= Targets per Scan
= Probability of Detection
= |dentity Reliability
= |dentity Confidence
= Altitude Reliability
= Altitude Confidence
= False Target Percentage
= (0000 Code Percentage
0O Mode S system version D22020 was used to record data extraction files by
Mode S SSR technicians at the SSR Site.
0 Mode S Analysis Tool (MSAT) was used to analyze extraction files to produce
statistics for the following list of parameters:
= FRUIT Rates
» |Interrogation/Reinterrogation Rates
=  ATCRBS Hit count statistics

Q Veise



Data Analysis

Q

Applied time bins that corresponded to the AN/UPX-41(C) Active/OFF
periods from test days (August 19t-21%t) to baseline days to produce
baseline statistics for all parameters

Processed RBAT data through Surveillance Analysis, Scan Summary,
and Beacon False Target Summary programs to find parameters of
interest for each time bin without geographic or target filters

Processed MSAT data through Channel Management Statistics and
FRUIT Analysis programs to find parameters of interest for each time
bin

1) No geographic or target filters

2) >10 NM filter

Produced interrogation, reinterrogation, and hit count statistics for
the Tech Center Aircraft (N39) as it flew within the SSRs LOS

= Focused on possible interference during mainbeam overlap with V10, 8164, and 8225
sites

Q Volse s



Analysis Limitations

O The theoretical or textbook definition of probability of detection is
a function of interrogation/reply round reliability.

0 However, probability of detection in RBAT is the percentage of
target updates versus total number of beam dwells over all targets.

O Therefore, the ability for probability of detection calculated by RBAT
to properly represent theoretical probability of detection is
minimized as the sample size decreases (either through
geographical or time constraints) since it no longer reliably reflects
the target population mean.

0 Example: A target population of two where both targets miss one
update out of ten scans (approximately 50 seconds) results in a
probability of detection of 90%. While this is unacceptable by QARS
blip/scan minimums, we have no knowledge of the updates that
occurred outside of the given time constraint . If both targets
received ten out of ten updates for the previous as well as the next
10 scans, the probability of detection is now 96.7%.

R Volse s



Mode S Data Extraction Issues

O Noticed series of messages dISpIayed by MSAT : interrogation does not match frame table
The interrogation type does not match the expected type from the frame table or the time difference is more than 16 USECs
02:34:23.445
Frame table not synched with actual periods

Try filtering the data starting at a later time or rerun the data

O After talking with Jim Davis, it was found that these errors occurred when CMS was
unable to synchronize the interrogation data with the expected interrogation types
from frame table and/or it was not able to maintain synchronization once it was
achieved.

=  CMS was unable to synchronize due to interrogation data missing in the beginning of the file. Starting 1-5
seconds later fixed this.

= CMS was losing sync due to interrogation data missing at a later time in the file.

O Inasingle beam dwell, the Mode S sensor records the first 21 interrogations and the
rest are thrown away because of data storage space limitations.

0O However, the Mode S sensor does record the number of interrogations past 21 that
occurred and stores that amount in a retry overflow count field.

0 Originally, MSAT did not count interrogations past 21 because they were not recorded
by the Mode S sensor. Now, MSAT has been updated to account for the missing
interrogations by considering the retry overflow count as interrogations without replies.

0O Example:ifin a beam dwell there are 25 interrogations, the Mode S sensor will record
the first 21 and the retry overflow count would be 4.

(‘ ur’.le 7
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Mode S Data Extraction Issues (cont’d)
All call data for DCA

3B:17.336 INT A&AC 27 .58 itime=3ccd490 MODE_334

38:17.336 INT AC 27 .64 itime=3d02k0 MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.344 INT AC 28.19 itimes=3Ishsf0 MODE_C
38:17.344 INT AC 28.26 itime=3effal MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.352 IWNT AC 28.78 itime=409c00 MODE_3A
38:17.352 INT AC 28.85 itime=40d410 MODE_S_SHORT _ROLL_CALL-ALL_CALL
38:17.359 INT AC 29.38 itime=427b00 MODE_C
38:17.359 INT AC 29.44 itime=42bbS0 MODE_S_SHORT_ROLL_CALL~ALL_CALL
38:17.367 INT AC 29.99 itime=445590 MODE_3A
38:17.367 INT AC 30.06 itime=4499b0 MODE_S_SHORT_ROLL_CALL-ALL_CALL
38:17.375 INT  AC an.sa | Data loss through itime=4639£0 MODE_C
38:17.484 INT  AC 39.05 | Jpbout 8.5° itime=608300 MODE_C
38:17.484 INT AC 39.11 : itime=608350 MODE_S_SHORT_ROLL_CALL~ALL_CALL
38:17.492 INT AC 39.62 itime=528090 MODE_3A
38:17.492 INT AC 39.68 itime=62e b0 MODE_S_SHORT _ROLL_CALL-ALL_CALL

38:17.500 IWNT AC 40.23 1time=b4b1E0 HDDE:C

Previous accounts of lost interrogation data at the Mode S sites was accounted for using
the retry overflow count that was being reported by the Mode S sensor.

However, as the analysis progressed, instances were found where the Mode S site was
not reporting loss of data, but we can clearly see there is a loss of data (see highlighted
above).

The site did not report any missing data, but CMS produced a fatal error due to data not
being present and having no record of data being lost.

This was not discovered previously due to Probability of Detection changing ever so
slightly in the absence of 8 degrees of data for a given time period. This fluctuation of
probability of detection could be due to many reasons. (low elevation angle, non-
compliant transponder, aircraft turning, etc.)

(AR



Analysis Objective

0 We are attempting to observe distinct patterns of change in
the metrics of interest between times when the AN/UPX-
41(C) systems are OFF and when they are Active.

0 While geographic and time filters reduces target update
sample sizes such that a small sample size itself influences the
metric of interest, it is more important to focus on the change
from Off to Active since both the Off and Active periods have
the same constraints applied.

Q Veise



Plot Guide

0 Plots with multiple days of data utilize the time filters from
the Active/Off periods for the date given in the slide’s title

0 Plots that use boxplots

= The edges of the box are the 25t and 75t percentiles. The maximum whisker
length represents approximately 2.7 sigma (99.3%). Points in red are shown as
outliers.

o Exception: Box plots for reinterrogation rate vs time filters have whiskers that
reach to the extent of the furthest outlier.

= For five minute time bins, there are only 65 ORF scans and, if you miss one
target update, P, will automatically drop to 98.4% (24 out of 25 possible
target reports).

= Horizontal axis 30-min and 5-min time bins are not scaled according to
duration.

Q@ Volse 10
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Altitude (C) Reliability — August 20th
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Altitude (C) Reliability — August 2[5t
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Altitude (C) Confidence - August |9th
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Altitude (C) Conﬁdence — August 20th
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Altitude (C) Confidence —August 21st
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0000 Codes - August |19th
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0000 Codes — August 20th
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0000 Codes — August 215t
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False Targets — August | 9th
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False Targets — August 21t
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Observations and Conclusions

O The Probability of Detection, Identity Reliability and Confidence,
Altitude Reliability and Confidence, False Targets, 0000 Codes, and
Targets per Scan exhibit no observable adverse trend with respect
to periods of radiation by the AN/UPX-41(C) interrogator.

0 During AN/UPX-41(C) interrogator radiation, the variations or
volatility of the aforementioned metrics are within the bounds of
the variations of the same metrics on non-test days (baseline).

0 In determining possible cases of interference, targets at low
elevation angles exhibited relatively low probabilities of detection
regardless of Active/OFF period

= This inherent skew creates many P, outliers that mask the ability to notice
downward P4, movement due to interference

= An analysis excluding low elevation angle targets is available upon request, but the
conclusions are no different than the first two bullets of this slide.
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ATCRBS FRUIT Rate — August |9th

ORF: Avg. ATCRBS Fruit per Second
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ATCRBS FRUIT Rate vs # of Targets— August | 9t

ORF ATCRBS Fruit per Second vs Number of Targets
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ATCRBS FRUIT Rate — August 20th

ORF: Avg. ATCRBS Fruit per Second
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ATCRBS FRUIT Rate vs # of Targets — August 20t

ORF ATCRBS Fruit per Second vs Number of Targets
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ATCRBS FRUIT Rate — August 215t
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ATCRBS FRUIT Rate vs # of Targets— August 2|5t

ORF: ATCRBS Fruit per Second vs Number of Targets
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Mode S FRUIT Rate - August | 9th
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Mode S FRUIT Rate - August 20th

ORF: Avg. Mode S Fruit per Second
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Mode S FRUIT Rate vs # of Targets— August 20t

ORF Mode S Fruit per Second vs Number of Targets
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Mode S FRUIT Rate — August 21t
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Mode S FRUIT Rate vs # of Targets— August 2[5t
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Interrogation Rate - All Days

ORF:Average Interrogation Rate
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Reinterrogation Rate - All Days

ORF:Average Reinterrogation Rate
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Interrogation Rate vs Range — August |9th
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Interrogation Rate vs Range — August 2[5t

Site: ORF

20

18-

16

14

12~

Interrogation Rate
[EEN
o

S

+

-

i i

0-1 1-2 2-3 3-4

Geographic Filter: None
Target Filter: None

75

Range (NM)

+ +

A

i

+
+
l

¥
E
==

Hiom s+ —
- e+

5-10 10-15 1520 20-25 25-30 30-35 3540 40-45 4550 50-55 55-60

(AR

66



Reinterrogation Rate vs Range — August |9t
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Reinterrogation Rate vs Range — August 20t
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Reinterrogation Rate vs Range — August 2|5t

Site: ORF
1- + + - - + 7
- ! -

oA S R T U A S S
ook T = + S S I ]

+ i i + + + + + +
sl t : i E . + + + * B

| R N I O ,F

+ : $ + i $ i + 4:
o -+ + _

0.7 T + + + %

g + f + % + 2

© . + " " + + i +
™ o6f ’ + ¥ £ -

g i | ¥ ' 1 $ ! :
S 0.5 + t P d rooF .

e F + + + % I + i

£ 04 ; A o T

o T i % % 4% £ E
03} ¥ § ElE 3|7 _
0.2 | -
0.1F + —
ok + 4 BN - £ BN B 4]

0-1 1-2 2-3 3-4 4-5 5-10 10-15 15-20 20-25 25-30 30-35 35-40 40-45 45-50 50-55 55-60
Range (NM)
Geographic Filter: None e vc;pe 69

Target Filter: None



Observations and Conclusions

Q FRUIT Analysis

= ATCRBS FRUIT rates do not always increase when AN/UPX-41(C) interrogators are
Active. This means the AN/UPX-41(C) FRUIT impact, for the Stage 4 configuration,
generates less ATCRBS FRUIT than the normal daily fluctuations of ATCRBS FRUIT
due to changes in traffic densities. This is also confirmed by the generally high
correlation between traffic count and ATCRBS FRUIT rate movements.

=  AN/UPX-41(C) interrogators should have produced no extra Mode S FRUIT and the
plots confirm this.

O Channel Management Statistics

= Targets within 10 NM showed consistently high interrogation/reinterrogation rates

o This phenomenon is due to the unpredictability of roll call target azimuths at
close ranges. The Mode S roll call scheduler starts interrogations many degrees
before the tracker’s predicted azimuth to ensure that unknown changes in
speed and heading will not limit the ability of the Mode S system to get an
update on the target.

o So while the reinterrogation rate is high within 10 NM, it is not due to
transponder occupancy or receiver garble.

o To notice any possible change in interrogation/reinterrogation rates between
Active/OFF periods, targets within 10 NM of SSR site were excluded in the next
section of analysis.
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Interrogation Rate - All Days
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Reinterrogation Rate - All Days
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Interrogation Rate — August | 9th
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Interrogation Rate
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Interrogation Rate — August 215t
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Reinterrogation Rate — August | 9t"

ORF % of Channel Time Used for Remterrogatlons
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Reinterrogation Rate — August |9t"

Individual Aircraft Distribution
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Reinterrogation Rate — August 20t"

ORF: % of Channel Time Used for Reinterrogations
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Reinterrogation Rate — August 20t

Individual Aircraft Distribution
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Reinterrogation Rate — August 2[5t

ORF: % of Channel Time Used for Reinterrogations
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Reinterrogation Rate — August 2|5t

Individual Aircraft Distribution
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ATCRBS Number of Hits vs Range - All Days
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ATCRBS Number of Hits — August |9th

ORF: Avg ATCRBS Hits
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ATCRBS Number of Hits — August |9th

Number of Hits Distribution

08192014 ORF: Percent of ATCRBS Report vs Number of Hits
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ATCRBS Number of Hits — August |9th

20 NM of ANIUPX-41(C) systems

ORF: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August |9th
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution

08192014 ORF: Percent of ATCRBS Report vs Number of Hits
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ATCRBS Number of Hits — August 20th

ORF: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August 20th

Number of Hits Distribution

08202014 ORF Percent of ATCRBS Report vs Number of Hits
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ATCRBS Number of Hits — August 20th

20 NM of ANIUPX-41(C) systems

ORF: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August 20st
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution
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ATCRBS Number of Hits — August 215t

ORF: Avg. ATCRBS Hits
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ATCRBS Number of Hits — August 215t

Number of Hits Distribution
08212014 ORF: Percent of ATCRBS Report vs Number of H|ts
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ATCRBS Number of Hits — August 215t

20 NM of ANIUPX-41(C) systems
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ATCRBS Number of Hits — August 215t
20 NM of AN/UPX-41(C) systems: Number of Hits Distribution

08212014 ORF: Percent of ATCRBS Report vs Number of Hits
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N39 Statistics



N39 Reinterrogation Rate — August 20th

August 20, 2014
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Average Reinterrogation Rate for All Reinterrogation Rate for N39 Reinterrogation Rate During
Aircrafts Overlaps for N39

O Reinterrogation rate for N39 is about the same as the average reinterrogation rate
across all aircrafts.

O The timings of 104 reinterrogations of N39 are missing when N39 was near ORF.
Therefore, the reinterrogation rate during overlaps is not accurate.
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N39 Reinterrogation Rate — August 2|th

August 21, 2014
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Average Reinterrogation Rate for Reinterrogation Rate for N39 Reinterrogation Rate During
All Aircrafts Overlaps for N39

O Reinterrogation rate for N39 is higher than reinterrogation rate for all aircrafts.
O The timings of 407 reinterrogations of N39 at ORF are missing when N39 was flying
close to ORF.
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Time vs Range and Number of ATCRBS Hits on

(WN) abuey

ORF: Time vs Number of ATCRBS Hits and Range from SSR for N39
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Observations and Conclusions

0 Beyond 10 NM, where reinterrogation rates are not artificially high
due to tracker predictor performance, changes in target
reinterrogation rate average and distribution show no correlation
with times when the AN/UPX-41(C) interrogators were active.

0O When reinterrogation rates are compared with days when no
AN/UPX-41(C) interrogators were active, the average shows no
departure from the normal performance of the Mode S sensor.

0 Similarly, ATCRBS hit count averages and distribution changes show
no correlation with AN/UPX-41(C) active periods.

= The one exception is August 21 when about 80% of the active periods showed a
drop in percent of aircraft with hit count equal to six.

= However, examination of the same day for the other three Mode S sites does not
show this trend.
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Observations and Conclusions (cont’d)

0O The Mode S data extraction files are the only ground sensor
recorded data at the interrogation and reply level.
= Degradation will begin here before it flows up to the track level (i.e. P4, Conf,, Rel.).
= Hence, this analysis gives the clearest picture of spectrum interference that
material affects the SSR surveillance environment.

O With virtually no observable change in reinterrogation rate and
ATCRBS hit count, it is difficult to use this data to predict how more
AN/UPX-41(C) interrogators, beyond the Stage 4 certification,
would change the surveillance environment.

0 Yet, by virtue of the fact that no change was observed at the
interrogation and reply level, the Stage 4 certification restrictions
are more than sufficient to protect FAA SSRs and relaxation of those
restrictions should be considered to help the Navy meet its
operational goals.

R Volse 10
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Executive Summary

0 Excluding periods of data loss, the Probability of Detection,
Identity Reliability and Confidence, Altitude Reliability and
Confidence, False Targets, 0000 Codes, and Targets per Scan
exhibit no observable adverse trend with respect to periods of
radiation by the AN/UPX-41(C) interrogator.

Q During AN/UPX-41(C) interrogator radiation, the variations or
volatility of the aforementioned metrics are within the
bounds of the variations of the same metrics on non-test days

(baseline).

Q Veise



Background

O The AN/UPX-41(C)* Stage-4 operational transmit certification for AEGIS-Class
ships was signed by NTIA on June 22, 2012 with geographic and platform
number restrictions when operating in proximity to the NAS."

0 Additionally, the Stage-4 certification contained a requirement for a joint FAA-
Navy test to validate the operational restrictions.

O The Volpe Center, in conjunction with the Navy, FAA Spectrum, and FAA
aeronautical surveillance and collision avoidance systems (ASCAS) SMEs
created a test plan to validate the operational restrictions.

O From August 18-21, 2014 the FAA and Navy conducted the above-mentioned
joint test, under the management of the Volpe Center.

0 Since the test, the Volpe Center has analyzed recorded data to look for
instances of harmful interference that would affect ASCAS system
performance.

*AN/UPX-41(C) Digital Interrogator System when operated in conjunction with the OE-120 antenna, the AN/UPX-29(V) Identification Friend or Foe (IFF) system,
and the AN/UPX-24 software interface Version 2.1.2, controlled by the Cooperative Engagement Capability (CEC), in Naval surface vessels
tSee SPS-18778_1 Navy AN-UPX-41 V5.5 St4

QD Voipe 3



Test Plan Refresher

QO Baseline week: August 11th — 15th

= Baseline recording of data from 5 AM -5 PM
o No AN/UPX-41(C) systems Active

QO Test week: August 18t — 21st
= August 18t — Baseline recording of data from 5 AM — 5 PM
o No AN/UPX-41(C) systems Active
= August 19t — Record data from 5 AM — 5 PM
o Cycle 1 and 2 AN/UPX-41(C) systems Active and OFF
= August 20t — Record data from 5 AM — 5 PM
o Cycle 3 and 4 AN/UPX-41(C) systems Active and OFF
= August 215t — Record data from 5 AM -5 PM
o Cycle 1, 2, 3, and 4 AN/UPX-41(C) systems Active and OFF

Q Cycling of AN/UPX-41(C) systems Active/OFF occurred every
30 minutes; however, if N39 (Tech Center signal recording
aircraft) was in the air, cycling occurred every 5 minutes

Q Volpe 4



Data Recording

0 During the August test, Enroute Common Gateway (ECG) data was
recorded at the Tech Center from the NHK site.

0 The Radar Beacon Analysis Tool (RBAT) was used to analyze ECG data
to produce statistics for the following list of parameters:
= Targets per Scan
= Probability of Detection
= |dentity Reliability
= |dentity Confidence
= Altitude Reliability
= Altitude Confidence
= False Target Percentage
= (0000 Code Percentage

Q Veise



Data Analysis Methodology

0 Applied time bins that corresponded to the AN/UPX-41(C) Active/OFF
periods from test days (August 19t-21%t) to baseline days to produce
baseline statistics

0 Data was first analyzed without any geographic or target filters

* |n analyzing possible cases of interference, it was determined that targets at low elevation
angles exhibited relatively low probabilities of detection regardless of Active/OFF period

= This behavior was not conducive to pinpointing interference events
0 Analysis of targets at elevation angles greater than 2 degrees was
prepared

= |nterference events would be easier to see if targets that were already behaving poorly were
excluded from the analysis

0 Next, data was analyzed using a geographic filter that represented the
area of AN/UPX-41(C) systems’ sidelobes (subsequently referred to as the
Hotspot area)

= Assumption: AN/UPX-41(C) sidelobes extend 40 NM

= Recent developments from flight test data show that P2 pulse can be seen up to 40 NM;
however, only caused N39 ownship transponder suppressions up to 20 NM

0 Targets that are beyond 50 NM from the SSR site and within the hotspot
area were analyzed

= Targets at the edge of coverage area and within the hotspot area are more likely to display
signs of interference

Q Volse ©



Analysis Limitations

O The theoretical or textbook definition of probability of detection is
a function of interrogation/reply round reliability.

0 However, probability of detection in RBAT is the percentage of
target updates versus total number of beam dwells over all targets.

O Therefore, the ability for probability of detection calculated by RBAT
to properly represent theoretical probability of detection is
minimized as the sample size decreases (either through
geographical or time constraints) since it no longer reliably reflects
the target population mean.

0 Example: A target population of two where both targets miss one
update out of ten scans (approximately 50 seconds) results in a
probability of detection of 90%. While this is unacceptable by QARS
blip/scan minimums, we have no knowledge of the updates that
occurred outside of the given time constraint . If both targets
received ten out of ten updates for the previous as well as the next
10 scans, the probability of detection is now 96.7%.

R Volse 7



Objective

0 We are attempting to observe distinct patterns of change in
the metrics of interest between times when the AN/UPX-
41(C) systems are OFF and when they are Active.

0 While geographic and time filters reduces target update
sample sizes such that a small sample size itself influences the
metric of interest, it is more important to focus on the change
from Off to Active since both the Off and Active periods have
the same constraints applied.

QD Volpe s



Plot Guide

0 There are four sets of plots that correspond to the data
analysis methodology discussed previously
No filters

1
2. Filter on targets with elevation angle greater than two degrees
3. Filter on targets within Hotspot

4. Filter on targets within Hotspot with range greater than 50 NM from SSR

0 Plots with multiple days of data utilize the time filters from
the Active/Off periods for the date given in the slide’s title

Q Veise



Target Metrics with No Filter
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Probability of Detection - All Days

(zoom-in)
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Probability of Detection — August 20t

Individual Aircraft Distribution (zoom-in)
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Probability of Detection — August 215t

Individual Aircraft Distribution
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Probability of Detection — August 215t

Individual Aircraft Distribution (zoom-in)
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Target Metrics with Elevation Angle
Greater than Two Degrees
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Individual Aircraft Distribution
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