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EXECUTIVE SUMMARY

BACKGROUND

The Federal Transit Administration and security chiefs from public transit systems throughout the

country are concerned about the effect transit system security has on ridership. Specifically, if security

is enhanced and users feel safe using the system, then ridership will expand. Results of ridership

increases include revenue increases for the transit system as well as benefits derived from taking

automobiles off the roads. As a response to this concern this National Leadership Conference on

Transit Security was held, which was funded by the Federal Transit Administration (FTA) and hosted

by the Southeastern Pennsylvania Transportation Authority.

Workshop participants explored topics on four major aspects related to security: the employees, the

management systems, the facilities and vehicles, and the ridership. Several significant themes cut

across the four small focus group problem-solving sessions.

A major workshop theme was that transit security was everyone's job. All employees of a system can

be the eyes, ears and assistants to the transit police or security force. A clear vision and mission of

transit security for the employees has to be defined and implemented so that the employees buy into the

concept and take an active role.

The community itself offers opportunities to assist with transit security, but the transit system must

make an effort to communicate and establish a partnership with the community to achieve success.

Developing relationships with community organizations and other law enforcement agencies will bond

the groups together to discourage crime. Distributing periodic newsletters that inform the community

about happenings in the system, its safety record or proposed improvements paints a positive image.

Publication of the rules of conduct and strict enforcement of such will emphasize that the transit

systems are serious about security.

The judiciary and prosecutors are other key players in the goal of improving transit security. Most

transit crime is "minor" compared with murders, rapes, and assaults which occur in the communit)' at

large including the transit system. However, these minor crimes, coupled with the captured audience

nature of transit, give the ridership the feeling of walking into a totally unsafe area. Allowing littering,

graffiti, pick-pocketing, rowdiness, loitering, etc. to occur communicates a non-caring attitude by

transit management and leads to perceived lack of personal security in the system. In addition, judges

and prosecutors must be made aware that not prosecuting offenders of these minor crimes perpetuates

and exacerbated the situation and drives the ridership, causing a vicious downward spiral.

Media coverage of transit system operations plays a significant role in the public's perception of crime

in the transit system. If only the negative aspects of the transit system are reported, a negative picture

remains with the public. Particularly, the media must understand that references to the system made in
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conjunction with a story not relating to the system get intermingled in the message thus presenting a

unwarranted negative message to the public. Therefore, it is necessary to obtain more positive

reporting of the events taking place within the system. To this end, transit systems need to take a

proactive, day-to-day, outreaching approach to the media. They must establish liaisons with the media,

maintain regular contact, and develop working relationships with the reporters so that fair reporting

with respect to the transit system will occur.

Formal security programs should be set up to guide the employees and police or security forces. This

program should be supported by a written plan which encourages proactive means and methods for

achieving the goal. Included in this plan should be a crisis response plan. To assist transit properties in

the formulation of such a plan, the American Public Transit Association (APTA) needs to be

encouraged to update its transit system security guidelines manual.

In addition to the people aspects of security, there is a need to provide facilities and vehicles that

enhance security. Capital acquisitions should be designed with security in mind. Providing sufficient

lighting, avoiding hiding places and constructing a bright atmosphere, creates a positive image to the

ridership as well as assists employees in monitoring the system. New technology allows for improved

communication and response to incidents. Remodeling existing facilities to remove barriers to secure a

space show concern by the transit system management and produce tangible results.

RESULTS

Although each team approached security from a different perspective, common themes emerged. The

elements of these are combined here as unified recommendations for enhancing transit security.

Security is Everyone's Business

First and foremost was the belief that transit security was every transit employee's job and not solely

that of the system's police or security force. Each employee serves as the eyes and ears of the police or

security force and, in some instances, can assist with enforcement of the rules within the system. By

working as a team with the police/security force, the welfare of the employees, the ridership and the

public is enhanced.

To achieve the goal of making security everybody's business, the concept must be conveyed to and

embraced by the employees. Management must develop a security mission statement that establishes,

maintains and communicates organizational commitment to system security. A partnership between

labor and management and between one job category and another must develop. Job descriptions must

include the employee's role in security. Finally, as always, budget parameters, budget constraints, and

sources of funding, must be outlined.

Along with responsibility, management must provide transit employees with security and customer

relations training so that they can carry out their roles effectively. Routine lines of communication on

security with the unions will facilitate this mission. Providing the employees with the appropriate
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training and motivation empowers them to deal with issues and sends a message to the ridership that

the system is in control.

To encourage employee participation, feedback and recognition of appropriate and exemplary behavior

is necessary. To this end, it may be advantageous to institute an internal incentive program for

employees reporting instances both on-board transit vehicles and elsewhere in the system. Incentives

could include recognition in intemal and extemal publications, or monetary or other compensation,

such as time off. Making the employee feel part of the team produces ownership of the problem and

will encourage future participation.

Communicate

The community itself represents another significant resource for enhancing transit security. There is a

need to establish working relationships with community organizations and local police departments.

An outreach program should be instituted to inform these organizations of the role they can play. Bus

operators should get to know the people on their route and be mindful of their concerns. They should

establish relationships with the neighborhood police officers and report transgressions they see along

their route to assist the local police. Attending community meetings allows the operator to know the

community and the community to know the operator, establishing a rapport in which each will assist

the other as necessary. Outreaching to children is especially important since they influence greatly how
the public perceives the transit system. Rowdy teenagers on public conveyances discourages usage.

Communication with the public through newsletters, printed material, media coverage and transit

station events presents a picture that the transit system is an integral part of the community and that it

cares about its ridership. Bulletin boards publicizing the positive contributions of the transit system and

its employees, along with the rules for proper behavior inside the system are proactive means of

spreading the word about the system's concern for its patrons.

The public should be encouraged to comment to the transit system management about their concerns

and to report crimes. It may be possible to establish a reward system for those participating actively in

this regard. Recognition will definitely encourage more ridership activity in providing security and

creates ownership of the problem. In any case, a mechanism to provide feedback to complainants

should be instituted.

Employing the community to participate in transit activities is another means of eliciting support. A
program such as "adopt a station, a bus or a subway car," similar to the highway department's "adopt a

highway" program provides the community or an organization within the community a sense of

responsibility. Naming stations, systems or bus stops after community leaders or heroes helps to

capture the culture of the community and encourages people to take ownership which again leads to

caring for the facility.

The media represent a prime opportunity for promoting the security of a transit system. How it

presents news about the system determines the public's perception. Positively-slanted stories support

the security efforts whereas even casual references to the system in relation to another negative story
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could shine an adverse light on the public's perception of the transit system. Therefore, it is important

to establish relationships with the media. These relationships should include both the public relations

department and the police/security department and continuously sustained. Educate editorial boards on

the effect news stories have on transit ridership. Get to know the "beat reporters" so when a problem

arises they are familiar with all of the things the system is doing to enhance security. Keep the media

informed about security activities. Encourage them to take a fair, unbiased, balanced and non-

sensational approach to reporting transit incidents and crimes.

Implementation of a plan to develop a partnership with the media could include the following steps:

• establish a budget and a plan,

• train senior police staff in media relations,

• encourage the General Manager to hold regular meeting with the press, and

• assign a security force representative to act as liaison.

Enforce the Rules

Politicians, prosecutors and the judiciary have a major impact on the public's view of the transit system.

Enacting and enforcing laws directed at transit system security issues directly result in a more secure

system and the public perception that it is more secure. For the most part, transit crime is "soft" crime

including littering, loitering, graffiti, pickpocketing, theft, etc. While this nuisance crime is not very

serious compared to murder, rape, armed robbery, and the like, if allowed to continue with regularity,

without apprehension, prosecution and punishment, it will lead the ridership to feel unsafe in the

system. The public will respond by abandoning the system for their automobiles.

Thus, politicians, prosecutors and judges must be educated about the fact that enforcement of the rules

within the transit system is paramount to the security of the system. Enforcement of minor infractions

on a consistent basis indicates that transit system management cares about what happens within the

system and takes measures to protect and secure the ridership. Increased ridership provides increase

fare collections which might reduce the need for subsidies from the government. Therefore, it is to the

politicians' advantage to work with the system to promote security within and build ridership. This fact

must be "driven home." As a plan of implementation, schedule a meeting with politicians, prosecutors,

and senior judges to bring issues to their attention in order to build a consensus. Develop a process for

quantitative follow-up of cases that have been adjudicated and review statistical data to insure that

established goals are being met.

Plan for Security

Planning for security is imperative in order to achieve the goal. Specific proactive security programs

have to be established and written down to guide employees and the police or security force. A good

plan will show commitment to the system's mission statement for security and establish long-range

goals, identify deficiencies, improve response to emergencies, ensure an integrated effort, establish

accountability, improve ridership/public confidence and promote community and employee

involvement. Included in this plan should be a crisis response plan. To assist in plan development,

APTA may wish to update its security guidelines manual for use by transit systems.
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BACKGROUND

A follow-on to a 1992 workshop on managing social problems as they effect transit systems, the

National Leadership Conference on Transit Security originated from a discussion between

Congressman Thomas M. Foglietta of Philadelphia and Federal Transit Administrator Gordon Linton.

Recognizing the great impact security has on transit system ridership and the disparity between real

crim.e and what is perceived as real crime by the ridership, the FTA agreed to sponsor a forum where

transit systems across the country address security.

As a result, a workshop entitled, "National Leadership Conference on Transit Security," was held at the

Marriott Hotel, Philadelphia, Pennsylvania, March 1 6 and 1 7, 1 995 with the purpose of identifying for

discussion pohce and security needs and issues, as well as the role of general managers in security, the

Conference featured a representative cross section of transportation modes.

Workshop participants consisted of pairs of transit adrhinistrators and transit police or security force

chiefs from representative transit systems across the country, representatives from the Federal Transit

Administration and the Volpe National Transportation Systems Center. The workshop was designed to

maximize opportunities for interaction. Attendees were divided into four teams consisting of

combinations representing each of the participant groups. Each team was facilitated by a value

specialist from Lewis & Zimmerman Associates, Inc.

The mission of the workshop was:

To develop implementable solutions to enhance security in our transit systems including

bus, heavy rail and light rail

Working together, we will define the collective problems we encounter and their root

causes, generate ideas to mitigate those problems, and develop the best ideas into specific

implementable solutions.

By finding common paths to enhancing the security of our transit systems, we seek to

increase ridership on our systems.

Sponsored by the Federal Transit Administration and planned and hosted by Louis Gambaccini,

General Manager and Ronald M. Sharpe, Chief of Police, Southeastern Pennsylvania Transportation

Authority. Workshop team problem- solving sessions were facilitated by Mary Ann W. Lewis, Roger

B Sperling, Luis M. Venegas and Howard B. Greenfield of Lewis & Zimmerman Associates, Inc.

The initial task of the group was to define the problems associated with its mission. Using a "Fishbone

Diagram," each team enumerated the problems they encounter in five major areas of transit security:

• those concerning employees

• those concerning management systems
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• those surrounding the ridership

• those concerned with the facilities and vehicles, and

• those concerning the external environment.

Having identified problems in each area, the most important ones were noted. Each team then took one

major area and using the brainstorming technique developed problem-solving altematives. The

following questions were addressed by the teams:

Team 1: What management systems can be installed to facilitate enhanced transit

security?

Team 2; What role can the ridership play in enhancing transit system security?

Team 3: How can facilities and vehicles be improved to enhance security?

Team 4: How can employees be involved in enhancing security in transit systems?

During the session each team periodically reported to the group on the ideas they were pursuing to

receive feedback fi-om the group at-large. These formal idea exchanges plus the informal

conversations during the breaks and meal periods provided opportunities for the participants to

exchange information about successful strategies and to confer with others about new ^proaches.

This report, which is based on the written notes and recommendations prepared by the teams, provides

an overview and summary of the participants' discussions and recommendations. It begins with

recommendations that have a common thread among the teams which, followed by summaries of the

individual team recommendations and then the actual recommendations as they were generated during

the workshop. At the end of the report are the "Fishbone Diagrams" developed by the teams to define

the problems, and the initial creative idea listings for solving the specific problems identified. The

solutions developed into team recommendations were chosen after discussions of the solutions and

evaluation of the ideas based on the following criteria:

• Technically Feasible

• Measurable

• Customer Friendly

• Addresses Needs

• Cost Effective

Included in the specific recommendations are the steps required for implementing the ideas.
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RESULTS

Although each team approached security from a different perspective, common themes emerged. The

elements of these are combined here as unified recommendations for enhancing transit security.

SECURITY IS EVERYONE'S BUSINESS

First and foremost was the behef that transit security was every transit employee's job and not solely

that of the system's pohce or security force. Each employee serves as the eyes and ears of the police or

security force and, in some instances, can assist with enforcement of the rules within the system. By
working as a team with the police/security force, the welfare of the employees, the ridership and the

pubUc is enhanced.

To achieve the goal of making security everybody's business, the concept must be conveyed to and

embraced by the employees. Management must develop a security mission statement that establishes,

maintains and communicates organizational commitment to system security. A partnership between

labor and management and between one job category and another must develop. Job descriptions must

include the employee's role in security. Finally, as always, budget parameters, budget constraints, and

sources of funding, must be outlined.

Along with responsibility, management must provide transit employees with security and customer

relations training so that they can carry out their roles effectively. Routine lines of communication on

security with the unions will facilitate this mission. Providing the employees with the appropriate

training and motivation empowers them to deal with issues and sends a message to the ridership that

the system is in control.

To encourage employee participation, feedback and recognition of appropriate and exemplary behavior

is necessary. To this end, it may be advantageous to institute an intemal incentive program for

employees reporting instances both on-board transit vehicles and elsewhere in the system. Incentives

could include recognition in intemal and extemal publications, or monetary or other compensation,

such as time off. Making the employee feel part of the team produces ownership of the problem and

will encourage future participation.

COMMUNICATE

The community itself represents another significant resource for enhancing transit security. There is a

need to establish working relationships with community organizations and local f)olice departments.

An outreach program should be instituted to inform these organizations of the role they can play. Bus
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operators should get to know the people on their route and be mindful of their concerns. They should

establish relationships with the neighborhood police officers and report transgressions they see along

their route to assist the local police. Attending community meetings allows the operator to know the

community and the community to know the operator, establishing a report in which each will assist

the other as necessary. Outreaching to children is especially important since they influence greatly how
Ae pubhc perceives the transit system. Rowdy teenagers on public conveyances discourages usage.

Communication with the public through newsletters, printed material, media coverage and transit

station events presents a picture that the transit system is an integral part of the community and that it

cares about its ridership. Bulletin boards publicizing the positive contributions of the transit system

and its employees, along with the rules for proper behavior inside the system are proactive means of

spreading the word about the system's concem for its patrons.

The public should be encouraged to comment to the transit system management about their concerns

and to report crimes. It may be possible to establish a reward system for those participating actively in

this regard. Recognition will definitely encourage more ridership activity in providing security and

creates ownership of the problem. In any case, a mechanism to provide feedback to complainants

should be instituted.

Employing the community to participate in transit activities is another means of eliciting support. A
program such as "adopt a station, a bus or a subway car," similar to the highway department's "adopt a

highway" program provides the community or an organization within the community a sense of

responsibility. Naming stations, systems or bus stops after community leaders or heroes helps to

capture the culture of the community and encourages people to take ownership which again leads to

caring for the facility.

The media represent a prime opportunity for promoting the security of a transit system. How it

presents news about the system determines the public's perception. Positively-slanted stories support

the security efforts whereas even casual references to the system in relation to another negative story

could shine an adverse light on the public's perception of the transit system. Therefore, it is important

to establish relationships with the media. These relationships should include both the public relations

department and the police/security department and continuously sustained. Educate editorial boards on

the effect news stories have on transit ridership. Get to know the "beat reporters" so when a problem

arises they are familiar with all of the things the system is doing to enhance security. Keep the media

informed about security activities. Encourage them to take a fair, unbiased, balanced and non-

sensational approach to reporting transit incidents and crimes.

Implementation of a plan to develop a partnership with the media could include the following steps:

• establish a budget and a plan,

• train senior police staff in media relations,

• encourage the General Manager to hold regular meeting with the press, and

• assign a security force representative to act as liaison.
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ENFORCE THE RULES

Politicians, prosecutors and the judiciary have a major impact on the public's view of the transit system.

Enacting and enforcing laws directed at transit system security issues directly result in a more secure

system and the public perception that it is more secure. For the most part, transit crime is "soft" crime

including littering, loitering, graffiti, pickpocketing, theft, etc. While this nuisance crime is not very

serious compared to murder, rape, armed robbery, and the like, if allowed to continue with regularity,

without ^prehension, prosecution and punishment, it will lead the ridership to feel unsafe in the

system. The public will respond by abandoning the system for their automobiles.

Thus, politicians, prosecutors and judges must be educated about the fact that enforcement of the rules

within the transit system is paramount to the security of the system. Enforcement of minor infractions

on a consistent basis indicates that transit system management cares about what happens within the

system and takes measures to protect and secure the ridership. Increased ridership provides increase

fare collections which might reduce the need for subsidies from the government. Therefore, it is to the

politicians' advantage to work with the system to promote security within and build ridership. This fact

must be "driven home." As a plan of implementation, schedule a meeting with politicians, prosecutors,

and senior judges to bring issues to their attention in order to build a consensus. Develop a process for

quantitative follow-up of cases that have been adjudicated and review statistical data to insure that

estabhshed goals are being met.

PLAN FOR SECURITY

Planning for security is imperative in order to achieve the goal. Specific proactive security programs

have to be established and written down to guide employees and the police or security force. A good

plan will show commitment to the system's mission statement for security and establish long-range

goals, identify deficiencies, improve response to emergencies, ensure an integrated effort, establish

accountability, improve ridership/public confidence and promote community and employee

involvement. Included in this plan should be a crisis response plan. To assist in plan development,

APTA may wish to update its security guidelines manual for use by transit systems.
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TEAM RESULTS

In addition to the common threads developed by the teams, each team generated specific solutions in its

area of study. A summary of each team's work is provided below followed by the specific

recommendations developed during the workshop session.

TEAM ONE: MANAGEMENT SYSTEMS

Team One was faced with the question: What management systems can be installed to facilitate

enhanced transit security?

Team Members included the following:

RADM Paul Busick

Gwen Chisholm-Smith

Ray Frank

Ronald Freeland

Bernard Foster

William T. McArdle

Wemer Ropers

Berle Schiller

Robert G. Schwab

U.S. Department of Transportation

Office of Intelligence and Security

Transportation Research Board

King County Department of Metropolitan

Services, Seattle, Washington

Mass Transit Administration of Maryland

Mass Transit Administratis ofMaryland

Port Authority of Allegheny County,

Pittsburgh, Pennsylvania

New Jersey Transit

Federal Transit Administration

PATCO

Director

Senior Program

Officer

Supervisor of

Security

Director of

Operations

ChiefofPolice

Chief of Police

Chief of Police

Chief Counsel

General Manager

A sample of the findings and recommendations generated are found below, with a complete record

following the text.

Recommendations:

The Chief of Police or Security should report to the General Manager (GM) of the transit system. If

security is a paramount goal of the transit system, then the person responsible should have direct access

to the GM. With this line of command, better communications are established and the GM has better
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and current information upon vAuch to act. It also assures that any effects on security are considered

when management makes decisions on other aspects of the system, such as facilities or vehicle

procurement.

Victims of transit crime should be regularly advised of the status of their cases in order to establish

strong public relations. By following through on each victim's case, the transit system bolsters its

commitment to security.

The decision of a transit system as to the most appropriate type of security force is an individual one.

Based on factors such as size, location, frequency of crime, and resources, a transit system can choose

between employing an independent agency, a local police force, or a dedicated security force, in its

effort to provide security to riders.

As a component of the update of the APTA transit security manual, a minimum training standards

manual should be developed and promoted by the Federal Transit Administration.

The Federal approach to reporting all transportation incidents to reflect the overall improvement in

crime reduction and systems safety should be altered. Variations in statistical reporting exists among

different modes of transportation, to the disadvantage of transit systems. These inequities should be

emphasized and remedied.

TEAM TWO: RIDERSHIP

Team Two was tasked with considering: What role can the ridership play in enhancing transit system

security?

Team Two consisted of the following individuals:

Sherrie Anderson U.S. Department of Transportation

Office of Intelligence and Security

Don R. Harkey Transit Management of Charlotte, Inc.

William T. Hathway Volpe National Transportation Systems

Center

Anthony Infante

Jerry L. King

Paul J. Lennon

Juan Torres

PATH Corporation

Metropolitan Transit Authority of

Harris County, Texas

American Public Transit Association

Southeastern Pennsylvania Transportation

Authority

Security Specialist

Captain

Senior Project Engineer

Police Captain

General Manager

Chief Safety Officer

and Administrator

Assistant General

Manager
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Rick Walsh icing County Department ofMetropolitan

Services, Seattle, WA
Deputy Transit

Director

Team Two generated the following ideas as summarized below. A listing of actual recommendations

follows the text.

Recommendations:

By increasing the visibly of uniformed policemen, a transit system can improve the public's perception

of transit system security. Increased visibility should be emphasized at trouble spots based on

customer complaints and incident reports. Patrolling officers, rather than stationary, create a greater

perception of security.

Transit systems should implement a zero-tolerance rule, meaning that no infraction of any law or

regulation, no matter how slight, will be acceptable. The theory is that by strictly enforcing the "soft"

quality of life crimes, such as loitering, littering, defacing property etc., a transit system will experience

a decline in the harsher crimes. Benefits of this include not only a more pleasant riding environment,

but also result in savings associated with the proactive prevention of serious crimes through the more

cost-effective enforcement of less serious offenses. Also, the traveling public can help enforce the

zero-tolerance rule of antisocial behavior, thus creating a self-regulating situation as well as a sense of

ownership in the transit system. Moreover, programs such as Adopt-a-Station/Bus, or frequent rider

programs can be implemented to further create ownership by groups or businesses.

Similarly, improving the appearance and environment at transit facilities and aboard transit vehicles, as

well as the appearance of transit employees, is a cost-effective way to improve security vdiile

discouraging undesirable behavior. Closed circuit television could be installed to both record and deter

events. A public address system which allows communication with the traveling public as to delays,

dangers, upcoming events, etc., would serve to keep the public informed.

Team Three confronted the question: How can facilities and vehicles be improved to enhance security?

Team members are as follows:

TEAM THREE: FACILITIES AND EQUIPMENT

Robert Dart Chicago Transit Authority General Manager of

Security/Service

Jason A. Fincke Port Authority of Allegheny County

Pittsburgh, PA
Director of Corporate

Services

Ernest R. Frazier Amtrak Police Department Chief of Police
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William Hudscxi Memphis Area Transit Authority

Z. Wayne Johnson New Jersey Transit

Ken Montague

EdithM Rodano

Utah Transit Authority

Federal Transit Administraticm

President-General Manager

Assistant Executive

Director

Director ofFinance

Transit Safety and

Security Specialist

Ronald M. Sharpe Southeastern Pennsylvania Transportation Chief of Police

Authority

Menphis Police DepartmentWalter Winfrey Director ofPolice

The following represents some of their findings. A complete listing follows the text.

Recommendations:

Addressing tfie lack of security input at the design stage of facilities and equipment. Team Three proposed

creating design standards based oti security input and even requiring a security sign-off on capital

appropriations. Furthermore, it is important to define security-related issues as a specific category in tie

transit property's business plan.

Dimly lit transit facilities are perceived as being unsafe by customers. Therefore, lighting of existing and

new facilities should be inproved to eliminate dark areas, tiiereby increasing visibility. Improvement to

lighting can be performed through design as well as maintenance. To fiirther combat rider perception of

danger, on-board vehicle security features, including 2-w^ radios, panic buttons, vehicle locator system,

surveillance cameras, and ride-along programs, should be implemented.

The use of state-of-the-art equipment can be a way for transit systems to enhance services to tiie customer,

increase security, and possibly improve operations efiBciency.

In light of the shrinking operating budgets and available fiinds, transit systems should seek alternative and

creative sources of fijnding. Some examples include applying for grants, developing Adopt-A-Bus

programs witii businesses and community, promoting use of right-of-ways and encouraging filmmaker's use

of the facilities.

TEAM FOUR: EMPLOYEES

The following professionals addressed the question: How can employees be involved in enhancing

security in transit systems?:

Alicia Ashtc«i Utah Transit Authority Director of Operations

National Leadership Conference on Transit Security April 28, 1995
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E. S. Bagley Amtrak Vice President

Customer Services

Ronald A Bollhoffer Milwaukee County Transit System

Rebecca P. Cherry Transit Management of Charlotte, Inc.

Director of Security

Assistant

General Manager

ChiefofPoliceJames E. Hill PATCO

Thomas C. Lambert Metropolitan Transit Authority ofHarris

County

Judy Meade Federal Transit Administraticm Acting Director, Office

of Safety and Security

Vice President of Safety

General Superintendent

ChiefofPolice

Robert Meza Chicago Transit Authority

Michael A. Scott PATH Corporation

A summary of the team's findings and recommendations is included below, with actual, detailed

recommendations following the text.

Recommendations

Team Four focused on developing a systems security program plan. In a systems approach, all parties

including transit employees, local agencies, judiciary, and patrons are accountable for safety. In the same

w^, transit management must make it both a philosophical and procedural practice to publicly recognize the

successful security-enhancing efforts ofemployees and members ofthe community.

By defining a partnership between the transit system and the community, the agency not only enhances

sensitivity to the needs of the transit system, but also instills in the employees and the community the mission

that security is tiie responsibility of all.

Some ideas for implementing a systems security program include: developing a mission statement, including

security in every job description, rewarding public and employee security eflforts, and providing security

training for all employees.

National Leadership Conference on Transit Security April 28, 1995
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TEAM ONE - MANAGEMENT SYSTEMS





SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: CHIEF OF POLICE SHOULD
REPORT DIRECTLY TO THE
GENERAL MANAGER

ITEM NO.

1-1

RECOMMENDATION:

The Chief of Pohce should report directly to the General Manager (GM) of the transit system. With security

mentioned prominently in the mission and vision statements ofmany transit systems, it appears prudent that the

Chief of Police or Director of Security have immediate access and reports directly to the GM.

ADVANTAGES: DISADVANTAGES:

• Clear lines of communication are established • Places time constraints on the GM, by having

• GM has better and current information with another reporting Director

regard to security's impact on rider enhancement

programs

• Security or police placed in a higher decision-

making position

• More effective and efficient means of operation

and implementation

• Less chance of miscommunication

• Impact of other programs/investments on security

will be assessed more routinely; i.e., security gets

considered

IMPLEMENTATION PLAN:

Just do it!



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: CLEARLY DEFINE AND
IMPLEMENT A MISSION
STATEMENT ON SECURITY;
CREATE BUY-IN BY
EVERYONE

ITEM NO.

1-2

(3, 4, 5, 7,

10 & 24)

RECOMMENDATION

:

Security is everyone's job in a transit system.. To achieve this goal and create buy-in by the employees:

1 . Develop labor/management partnership

2. Provide a feedback mechanism to employees on the security breaches they report.

3. Provide training on security responsibility and the customer relations process for all employees.

4. Create routine lines of communication on security issues with unions.

5. Place mission statements on business cards.

ADVANTAGES:

• Creates buy-in by all employees; gives them

ownership of the problem

• Increases number of employees paying attention

to reporting security incidents and problems

• Training increases awareness and provides basis

for factual reporting

• Begins the process of change to the paradigm

that "security is everyone's business"

DISADVANTAGES:

• Training has a dollar cost

• Union may perceive this to be additional work

and want to bargain over other issues (What's in

it for me?)

• Loss of fiill control by management

IMPLEMENTATION PLAN:

Establish a task force with labor to address the problem:

1 . Establish a partnership framework (i.e., roles).

2. Assign/create a responsible management person to manage the process.

3. Assess data needs to be sure they allow for accurate tracking and feedback.

4. Schedule time to meet with union leaders to discuss security issues.

5. Establish training requirement criteria: who, when, how often, what are the limits, manuals/training

materials, time, etc.



SECUmXY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: PROVIDE INFORMATIONAL
FEEDBACK TO VICTIMS
CONCERNING THEIR CASES

ITEM NO.

1-6

RECOMMENDATION:

A program should be established at two stages to coordinate investigative action and distribute results to the

victim(s) of crime. The first stage should be conducted by the initial investigator in the case within 3 days of the

incident, and the second stage should consist of a follow-up written within 2 1 days of the incident.

If the case has been turned over to plain clothes detectives, the first and second contacts by the uniformed officer

should be coordinated with the plain clothes officer. The final notification should come fi'om the Commander

(Lieutenant or Captain) responsible for the mode of operation, unless in stages one or two the victim is notified that

arrests have been made.

ADVANTAGES: DISADVANTAGES:

• Creates stronger public relations • Requires some time on the part of all personnel

• Develops stronger investigative monitoring and to make notification or monitor their personnel

techniques for officers to be sure they are following the policy

• Creates a solid internal case management review

• Identifies investigators, uniformed and non-

uniformed, who need assistance or training in the

investigative field

• Solvability will increase because officers have a

greater buy-in

IMPLEMENTATION PLAN:

1 . Just do it! through policy development.

2. Develop a system to track data and allow feedback



SECURITY WORKSHOP RECOMMENDATION
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ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995
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INCENTIVE PROGRAM
ITEM NO.

1-8

RECOMMENDATION:

Transit systems should institute incentive programs that assist employees in reporting incidents both on-board

transit conveyances and on the transit property. The incentive programs will include both internal publications and

external publications (i.e., newspapers) and award monetary or other compensation to the employee. These

incentives should be open to all transit employees.

ADVANTAGES: DISADVANTAGES:

• Employees become the eyes and ears of transit • Cost

system • Time

• Employees become more involved in the public

image of their respective properties

IMPLEMENTATION PLAN:

1 . Determine the incentive to be based on employee needs.

2. Inform the employees via internal publications.

3. Create a task force that will monitor and evaluate all incidents. The task force should consist of union

representatives and a cross-section of all employees, including management.



SECURITY WORKSHOP RECOMMENDATION

ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

1 1 Jl^iVi: rKU V LUiL JLA 1 1LKJ>AJL

REWARDS FOR REPORTING
CRIME

ITEM NO.

1-9

RECOMMENDATION:

Establish a program to reward people outside the agency for crime reporting, and create community buy-in

to the importance of personal security efforts being made.

ADVANTAGES:

• Riding public becomes a partner in enhancing

programs for personal security

• Publicizes the relative safety of the transit

system

• Public at large can claim ownership of personal

security' issue

DISADVANTAGES:

• Personnel must be assigned to manage program

• Use of other resources is required

• Response to reporting requires time and

resources

IMPLEMENTATION PLAN:

1. Define what is "crime"

2. Determine what the rewards should be, i.e. dollars? passes? other?

3. Contact all relevant media prior to announcement

4. Fix schedule for presentations: annual? ad hoc?

5. Set up report evaluation unit



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: WORK WITH AND EDUCATE
PROSECUTORS AND JUDGES
TO TAKE TRANSIT CRIMES
MORE SERIOUSLY

ITEM NO.

1-11

RECOMMEP4DATION:

It is recommended that transit agencies and local, state and federal governments form a coalition to encourage

the judicial system to treat crime on public transit as a serious issue that affects the community in major ways.

ADVANTAGES:

• Reduction of repeat offenders

• Deterrent to crime

• Improves quality of life and economy of service

area

• Improves perception of security, promoting

ridership, increasing revenue and reducing

subsidy

• Encourages investment and economic

development

DISADVANTAGES:

• Increases demand for correction facility space

• Increases workload of prosecutors

• Adds to court backlog

IMPLEMENTATION PLAN:

1 . Form coalition of riders, transit agency employees, unions, local businesses. Chambers of Commerce, etc., to

educate the judicial system regarding the advantages of treating transit crime seriously.

2. Work with local, state, and federal governments to encourage higher statutory penalties for transit crime.

3. Work with local, state, and federal governments to develop approaches to deal with repeat juvenile offenders

for Class 1 crime, at least.



SECURITYWORKSHOP RECOMMENDATION

NATIONAL LEADERSfflP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: DECIDE ON A CASE-BY-CASE
BASIS THE MOST
APPROPRIATE TYPE
OF SECURITY SYSTEM TO
BE UTILIZED

ITEM NO.

1-13

RECOMMENDATION:

The determination as to whether a security force will be an independent agency, a police force, or a dedicated

transit security force should be made on a case-by-case basis, and include factors such as size of system and

resources available.

ADVANTAGES: DISADVANTAGES:

• Designated forces, if feasible, provide increased • Costs are associated with designated forces

control and therefore, effectiveness • Sharing police forces may result in a lack of

• It is important that someone within the transit control over police

system have a law enforcement background

IMPLEMENTATION PLAN:

By networking with systems of comparable size and scope, a transit system can make the appropriate

determination.



SECURITY WORKSHOP RECOMMENDATION m

NATIONAL LEADERSHIP CONFERENCE ITEM: DEVELOP MINIMUM ITEM NO.
ON TRANSIT SECURITY TRAINING STANDARDS
PhilnHplnhii) PpnncvlvflniflJl BUIAUdL/BllA) J. dllldVlV AlllA FOR SECURITY FORCES 1-16

March 16-17, 1995

RECOMMENDATION:

Develop minimum training standards for transit security personnel, in addition to state police training or other

security training.

ADVANTAGES: DISADVANTAGES:

• Upgrades security skills • Some costs in both dollars and manhours

• Improves security/efficiency

• improves puouc percepxion

• Better positioning in civil and criminal cases

• Assists prosecutors

• Reduces liability

IMPLEMENTATION PLAN:

1 . Establish a task force (APTA, FTA) to address this issue.

2. Consider it as a component of the update of the APTA transit security manual.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE ITEM: EDUCATE THE MEDIA OF ITEM NO.

ON TRANSIT SECURITY THEIR EFFECT ON TRANSIT
Philadelphia, Pennsylvania RIDERSHIP 1-17

March 16 - 17, 1995

RECOMMENDATION:

Encourage the print, television and radio media to take a fair, unbiased, balanced and non-sensational approach

to reporting transit incidents and crimes by:

1 . Educating editorial boards on the effect news stories have on transit ridership.

2. Establishing a media liaison and maintaining regular media contact.

3. Developing a close working relationship with the transit beat reporter.

ADVANTAGES: DISADVANTAGES:

• More positive reporting • Press may get too close to the organization

• Closer relationship with the press • Potential for misquotes

• Better educated press

• Opportunity to help set the agenda

• More accurate information leads to a better-

informed public

IMPLEMENTATION PLAN:

1 . Assign responsibility to the Public Relations Department and monitor progress on a regular basis.

2. Encourage the General Manager/CEO to hold regular meetings with the press.

3. Develop media awareness throughout the entire transit agency.

4. The Police Chief needs to assign an individual within the security force; cannot allow Public Relations to

own the problem.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE

Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: DEHNE NARROWLY THE

IN ADDRESSING THE
ISSUE

OF HOMELESSNESS

ITEM NO.

1-19

RECOMMENDATION:

Transit systems should not be responsible for housing the homeless. Two issues were raised with respect to the role

of transit systems in addressing the homeless.

First, transit systems, to the extent that they are part of a larger community, are responsible for dealing with all

anti-social behavior in order to provide security and safety to the ridership. The second issue advocated using

improper conduct, not the status of a person as homeless or not, as the basis for taking criminal action or for

arresting that conduct.

As part of a 1992 workshop hosted by the FTA which explored societal issues that affect transit systems, the issue

of homelessness was examined and the results of that workshop are available from FTA.

1

I

]

j

ADVANTAGES: DISADVANTAGES:
j|

• By emphasizing that the function of a transit system is • Possible protests by homeless activists

not that of a homeless shelter, the burden of housing

homeless persons is properly shifted to other public

and community organizations.

IMPLEMENTATION PLAN:

Transit systems, through their Public Relations and Security' Departments, should work closely with local community'

and state organizations to place the burden of homelessness on more suitable institutions.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: UPGRADE TRANSIT
SECURITY GUIDELINES
MANUAL

ITEM NO.

1-25

RECOMMENDATION:

Establish a current and updated security guidelines manual; the current manual is outdated.

ADVANTAGES:

• Provides updated information on standards for

security/police

• Provides information to CEO/General Managers

• Provides guidelines for new transit properties

• Provides standards for police/security

• Provides a resource manual

DISADVANTAGES:

• Guidelines may not be applicable to some transit

properties

• Takes time to put together

• Cost involved

IMPLEMENTATION PLAN:

1 . Establish a task force of police and security personnel to write the guidelines.

2. Have APIA provide funding and be the outlet for distribution.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: ALTER FEDERAL
APPROACH TO TRANSIT
INCIDENT REPORTING

ITEM NO.

1-26

RECOMMENDATION:

Alter the Federal approach to reporting transit incidents to reflect the overall improvements in crime reduction and

system safety. An approach to statistical reporting which makes the findings comparable among all transportation

modes is necessary. Encourage paradigm shift of federal government regarding its public view of transportation

safety/security.

For instance, when an airplane accident occurs, the FAA touts the overall safety record of the airline industry and

produces statistics such as fatalities per passenger miles traveled and compares that to automobile travel. The safety

implied by these statistics takes away the "sting" of the accident.

ADVANTAGES: DISADVANTAGES:

• Improves public perception of public transit • None apparent

• Increases transit ridership

• Creates a level playing field for all modes of

transportation

IMPLEMENTATION PLAN:

1 . Contact APTA to lobby the FTA and DOT to alter the way in which incidents are reported.

2. Encourage FTA along with DOT to improve the way in which accident/safety reporting is done.

3. Emphasize the inequities in statistical reporting among different modes of transportation.



TEAM TWO - RIDERSHIP





SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16-17, 1995

ITEM: INCREASE VISIBILITY OF
UNIFORMED POLICE
OFFICERS

ITEM NO.

2-1

RECOMMENDATION:

Routine functions of the Transit Police/Security force should include visibility ofuniformed police officers.

Increased visibility should be made at trouble spots based on customer complaints and incident reports. Officers

should patrol areas rather than remain in a stationary position unless an incident dictates the need to remain in a

certain location.

ADVANTAGES: DISADVANTAGES:

• Perception of good security • None apparent

• System is being controlled

• Availabilit>' of officers, if needed

IMPLEMENTATION PLAN:

Include a statement concerning increased visibility of uniformed police officers in the transit agency systems plan

Make specific recommendations as to what is expected of the police.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: POLICE ENFORCEMENT
OF ZERO-TOLERANCE RULE

ITEM NO.

2-2

RECOMMENDATION:

It is recommended that transit systems implement a zero-tolerance rule. All system rules need to be made public

and posted, educating the traveling public in what is acceptable behavior and what is not. The public also has to

be advised that violations will be enforced by law.

ADVANTAGES: DISADVANTAGES:

• Creates a more pleasant environment • Cost of enforcement will be high in the

• Creates an appearance of a more secure system beginning, but it will scale down in time

IMPLEMENTATION PLAN:

Set a date through a public awareness campaign informing the public of what is planned and how the change wil

affect them in a positive way. On the selected date, have police and employees enforce the rules with a zero-

tolerance rule as the ultimate goal.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: DEVELOP MARKETING
CAMPAIGN NEWSLETTERS
AVAILABLE TO BUSES/CARS

ITEM NO.

2-3

(2-57)

RECOMMENDATION:

A marketing campaign should be developed to include the availability of newsletters for buses and cars. This

campaign should include public contact, distribution of printed material, media coverage, and station events

(See Item No. 2-57).

ADVANTAGES: DISADVANTAGES:

• Highlights good security and accomplishments • None apparent

• Interaction with the public

• Proactive measure

IMPLEMENTATION PLAN:

The security staff should work closely with the Public Relations office to implement the marketing campaign.

Implementation steps include the following;

1 . Develop a budget

2. Develop a plan

3. Develop a cost plan

4. Revise, update and prioritize activities as appropriate



SECURITYWORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE ITEM: WORK WITH COMMUNITY ITEM NO.
ON TRANSIT SECURITY TO ENHANCE SECURITY
Philadelphia, Pennsylvania 2-4

March 16 - 17, 1995 (2-24)

RECOMMENDATION:

Community policing is the wave of the future in the operation ofmost poHce departments. Transit systems should:

1. Establish partnership with the local j)olice departments.

2. Establish partnership with the community to include churches, schools and community leaders. Attend

community meetings to listen to their concerns. Be careful on siding with leaders; they may not be speaking for

the community.

3. Bus drivers should be assigned the same route so they can get to know the police officers in the area and the

community.

ADVANTAGES: DISADVANTAGES:

• More riders • Less flexibility in scheduling meetings due to

• Transit agencies would be able to take advantage attendance ofmany more groups within the

of community policing and partnership with community

police departments. Many communities have

very serious crime problemis that could be solved

with everyone working together.

IMPLEMENTATION PLAN:

Contact local police departments to find out which communities participate in community policing. Use those

offices to help set up meetings and break ground for the transit system. Attend meetings with the attitude of

working with the communities, not against them. Be willing to make changes when you can.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: ENCOURAGE RIDERSHIP
TO BRING PROBLEMS TO
THE ATTENTION OF
MANAGEMENT

ITEM NO.

2-5

RECOMMENDATION:

The riding public needs to be made aware that transit management is concerned with their problems.

Management must be available to allow the public to air their complaints, no matter how small.

ADVANTAGES: DISADVANTAGES:

• Better service to the public • None apparent

• Better communications between the public and

transit management

IMPLEMENTATION PLAN:

Set up periodic meetings with the ridership where management is available to address problems that are aired.

Set up an 800 number where complaints can be called in and addressed.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16-17, 1995

ITEM: WORK WITH THE MEDIA ITEM NO.

2-6

RECOMMENDATION:

Establish on-going, personal relationships with media individuals by:

1 . Providing them with relevant information as a way of "recruiting" reporters and editorial staff.

2. Producing regular press releases on transit security personnel interaction with schools, community groups, and

special or new security initiatives.

3. Positioning the Chief of Police as a visible public figure in local talk shows, community affairs shows, public

announcements on radio and television, etc.

ADVANTAGES: DISADVANTAGES:

• Creates a positive image of transit • None apparent

• Creates visibility of transit security

• Positions the transit system as partners in the

community

• Is part of doing business—can be mission of

Public Relations staff and therefore not cost

prohibitive

IMPLEMENTATION PLAN:

1 . Police Department and Public Affairs/Relations staffs need to establish a plan and then establish an on-going

relationship.

2. Assignments and coordination need to be worked out.

3. Training of senior police staff on how to deal with the media will be necessary.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: PROVIDE REWARDS FOR
ASSISTANCE FROM THE
PUBLIC

ITEM NO.

2-7

RECOMMENDATION:

Establish a security award consisting of an annual system pass for monthly presentations at Board Meetings.

Those items to be considered eligible would be the following actions by riders:

1 . Suggestions for improving security of the system.

2. Suggestions for improving safety throughout the system.

3. Action taken to report violations to the proper authorities.

ADVANTAGES:

• Ridership is motivated to improve security

• Results in the perception that the system is safe

DISADVANTAGES:

• Time will be consumed by key staff or Board

members in evaluation, media releases, and

presentations

• Possible legal problem when ridership becomes

involved in confronting others (taking the law

into their own hands, etc.)

• Some may perceive that the system is unsafe if

the agency goes to the trouble and expense to

initiate this program

IMPLEMENTATION PLAN:

1 . Determine budget requirements for implementation.

2. Establish task force to fine tune.

3. Obtain Board or top management approval.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: AWARD EMPLOYEES FOR
SECURITY PERFORMANCE

ITEM NO.

2-8

RECOMMENDATION:

An awards program should be established to provide incentives for employees to report security problems.

Awareness training should be provided.

ADVANTAGES:

Employees feel that they are team members-

ownership

Additional support for the security program

Increase employees' morale

Reinforce desirable behavior on the part of

operators

DISADVANTAGES:

• Could involve additional resources

IMPLEMENTATION PLAN:

Establish a security awards program to encourage employees to report security-related incidents. Provide

minimum security awareness training during routine staff meetings.

/



SECURITYWORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16-17, 1995

ITEM: APTA AWARDS FOR
POLICE/SECURITY
ACHIEVEMENTS

ITEM NO.

2-9

RECOMMENDATION:

APTA should develop an awards program that recognizes various categories of outstanding achievement in the

transit securit>- and policing field. Categories would include:

1 . Acts of heroism by sworn officers, non-sworn security officers, other employees, and customers.

2. Humane awards (customer sensitivity) which recognize transit police and security officers for initiatives taken

by individual officers for outstanding acts or an overall lifetime record of "caring... and protection of customers

and citizens while performing their duties".

3. Transit security enhancement awards to a transit system for security-oriented initiatives or enhancements.

ADVANTAGES:

• Recognition of a group of professionals currently

not being recognized

• Brings focus to bear on security as a "stand-alone

concern" or target for recognition

DISADVANTAGES:

• Cost would not be prohibitive

• Development of standardized universally

accepted criteria would take some thought and

research

IMPLEMENTATION PLAN:

1 . Discuss with APTA Police Security Committee.

2. Initiative would formally come to the Executive Vice President ofAPTA as a recommendation by Chairperson

ofAPTA Police/Security Committee, recommending implementation of same.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE ITEM: DEVELOP A SYSTEM ITEM NO.
ON TRANSIT SECURITY SECURITY PLAN 2-10
Philadelphia, Pennsylvania (2-60, 2-32, 2-

March 16 - 17, 1995
20, 2-21, 2-22,

& 2-23)

RECOMMENDATION:

All transit systems should develop a System Security Program Plan (SSPP). The SSPP will provide a mechanism

for implementing a proactive security program.

ADVANTAGES: DISADVANTAGES:

• All transit system employees will know their • None—can't afford not to do it

security roles

• Transit system will have a proactive program that

identifies threats and vuberabilities and provides

a process for resolving (mitigating) them

• This will also show management's commitment to

reduce crime and costs

IMPLEMENTATION PLAN:

Just do it! Follow System Security Program Plan guidelines in FTA report.

Examples:

1 . New facilities—high profile security fi"om day one opening.

2. Deploy police in high crime zones—flexible on a daily basis.

3. Deploy police at fare lines at school closing and sport and entertainment events.

4. Coordinate with schools and events coordinators.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: INITIATE A COMMUNITY
OUTREACH PROGRAM FOR
PUBLIC SAFETY PARTNERSHIP

ITEM NO.

2-11

(2-35)

RECOMMENDATION:

Develop and initiate a community outreach program utilizing transit operators with the intent of forming a public

safety partnership with the community and school age children.

ADVANTAGES: DISADVANTAGES:

• Develops a relationship between the transit • Operating cost impact for operators

system (especially operators) and community

(especially school age children)

• Identifies the operators as human beings and

community members

• Adds value to the system as a community

service

• Creates a perception of the system as a friendly,

safe place

IMPLEMENTATION PLAN:

1 . Develop an operator training program centered on program goals.

2. Identify and train operators.

3. Identify communities to target and partner groups within communities (Chambers of Commerce, business

groups, schools, community councils).

4. Schedule outreach and conduct meeting.

5. Follow up on ideas generated.

6. Evaluate, adjust, and update training.

7. Continue meetings.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: IMPROVE PERCEPTION
OF FACILITIES AND
EQUIPMENT

ITEM NO.

2-12

RECOMMENDATION:

Improve public perception of a secure transit system environment through efforts to upgrade the appearance and

environment at transit facilities and aboard transit vehicles.

Invest in redesign, remodeling and general clean-up of transit facilities to remove security risks, and increase the

positive perception of the transit system as a secure place to be. Do a cosmetic upgrade to rolling stock,

repainting, removing graffiti, and replacing seats in order to provide a feeling of control and a secure

environment.

ADVANTAGES:

• Improves image of the system as being a secure

place

• Discourages undesirable behavior associated

with poor or abused environment

• Increases pride of employees in system

• Encourages riders to take ownership of system

and not tolerate bad or abusive behavior

DISADVANTAGES:

• Can be costly if significant capital or operating

changes are made

IMPLEMENTATION PLAN:

1. Survey customers and employees to identify least secure, most abused facilities. Identify fleets most in need

of repair

2. Obtain consultant or in-house help in determining desirable designs and cosmetic improvements.

3. Estimate cost.

4. Prioritize projects.

5. Allocate funds.

6. Undertake project(s).

7. Publicize efforts.

8. Evaluate results.



SECURITYWORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: IMPROVE EMPLOYEE
APPEARANCE

ITEM NO.

2-13

RECOMMENDATION:

Clear written guidelines should be established to include:

1 . Appearance (haircuts, beards, and earrings on males and females)

2. Uniforms (hats, shoes, and type of uniform—summer/winter)

ADVANTAGES: DISADVANTAGES:

• Indicates concern by transit system employees to • May be resisted by unions

public

• Projects a positive image

IMPLEMENTATION PLAN:

The professionalism of a transit system is evaluated based on the appearance of its operators and equipment. A
central location for uniforms should be established. An inspection program should be in place to inspect operators

and other employees daily.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: ELIMINATE GRAFFITI ITEM NO.

2-16

RECOMMENDATION:

Create a graffiti-free system. When there is graffiti throughout the system, it gives the appearance that the

system is not safe.

ADVANTAGES: DISADVANTAGES:

• Gives a more secure feeling • Cost of removal

• Gives a clean appearance

IMPLEMENTATION PLAN:

Establish a mechanism for the public to report when they see graffiti being placed on the system. Set up a two-

phase plan with the first phase being a reporting mechanism (handling the enforcement end), and the second

phase being the removal of the reported act, a response team for facilities and rolling stock.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: WORK WITH POLITICIANS TO
DEVELOP LAW ORDINANCES
AND PUBLIC SERVICE
GRAFFITI CLEAN-UP

ITEM NO.

2-17

(2-39)

RECOMMENDATION:

Work with the politicians to develop ordinances against placing graffiti on transit system property.

ADVANTAGES:

• Centralizes control point

• One person gets to deal with key players

• Develops good relationship

• Job opportunity for current employee

DISADVANTAGES:

• Additional manpower is needed in the form of

new position or added responsibility

IMPLEMENTATION PLAN:

A dedicated person is needed to handle this area of responsibility. Review resources and determine staff

availability for this assignment. Change an existing job description or develop a new one.



SECURITYWORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16-17, 1995

ITEM: PROVIDE CUSTOMER
EDUCATION

ITEM NO.

2-18

(2-31, 2-36, 2-

40 & 2-49)

RECOMMENDATION:

Publish an agency newsletter to be handed out on a monthly basis to boarding passengers. The one-sheet

newsletter stresses success, future improvements and (finally, at the bottom of the page) outlines the rules.

Post newsletters on bulletin boards permanently displayed at stations, park and rides, transit centers, and at points

where passengers are waiting. Again, positives are stressed and rules are a minor point ofthe display.

ADVANTAGES:

• Public (ridership) clearly understands the rules

• Ridership shares the optimism of the agency that

service is getting better

• Happy customers will tell others (word of mouth)

DISADVANTAGES:

• If rules are widely emphasized, agency may not

be able to enforce them

• Future improvements are forecast, but they may

not be delivered on schedule

IMPLEMENTATION PLAN:

1 . Determine costs of the plan, considering dollars that can be saved from other marketing efforts.

2. Prepare budget with top management approval and proceed to implement in selected areas.

3. Finally, expand the program as successes indicate and funding permits.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16-17, 1995

ITEM: RE-EDUCATE TRANSIT
EMPLOYEES ON CUSTOMER
SERVICE IMPORTANCE AND
THE TRANSIT SECURITY
MISSION

ITEM NO.

2-19

(2-48)

RECOMMENDATION:

Re-educate transit employees (all categories) with regard to how their specific jobs include a security role. Of
similar/related critical importance is the re-education of transit operators, cashiers, and all supervisory personnel

who come into daily contact with customers, of their importance in dealing with customers and the methodologies

for becoming excellent point-of-sales contact "salespersons" with customers and would-be customers. Inclusive in

the training would be an education of employees in the roles of other employees, including the transit police and/or

security forces, and ofhow the "salespersons" (operators, etc.) have a security mission in support of the police.

ADVANTAGES:

• Enhances customer satisfaction

• Enhances teamwork among employees through

understanding of their roles in the "big picture"

• Provides an enhanced sense of contribution to

their jobs, hence enhances job satisfaction

• Enhances customer sensitivity by employees

• Enhances customer "buy-in" of the transit system,

its property, etc.

• More local willingness to invest in transit

enhancements and expansion

DISADVANTAGES:

• Costs associated with such training, including

start-up costs

• "Uphill effort" to reverse customer and employee

attitudes that currently exist

IMPLEMENTATION PLAN:

The process has started in some transit systems, and it is most fi-equently part of other programs such as

Ambassador or Customer Sensitivity Training programs. The program as proposed, however, would be an

"empowerment program" for first-line employees that builds upon knowledge oftheir total organization, its

mission, and customer importance. That would be a first!



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: DEVELOP/IMPLEMENT
CRISIS RESPONSE PLAN

ITEM NO.

2-26

RECOMMENDATION:

Transit systems should develop and implement a crisis response plan. This plan would provide guidance and

procedures to assist in responding to transit system/community crises.

ADVANTAGES:

• The transit system needs to respond effectively to

a crisis/incident. Failure to respond effectively

costs money (i.e., lawsuits, injuries, deaths,

property costs, etc.). All employees must

understand their responsibilities and roles in

dealing with emergencies. Only when everyone

understands what they are responsible for will the

response be effective.

DISADVANTAGES:

• None—it will take a little effort

IMPLEMENTATION PLAN:

Assign a task force to develop and implement the plan.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSfflP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: INSTALL CALL BOXES IN
STATIONS, AVL SYSTEMS ON
BUSES, EXTERNAL ALARMS
ON BUSES, & CCTV ON
VEHICLES AlVD STATIONS

ITEM NO.

2-27

(2-28, 2-29,

& 2-58)

RECOMMENDATION:

To enhance the security of employees and customers, install call boxes in stations with direct links to the operations

control center (OCC), install closed circuit television (CCTV) in stations to create "safe haven" areas, on vehicles

(buses and trains), record events and deter, in some cases, "unfavorable events" from happening and sort out "claim

jumping" in the aftermath of accidents. Install systems to immediately locate and identify vehicles that are having

on-board problems so security forces can be vectored, and external alarms (flashing lights or signals) to silently

alert passing pohce of trouble on board.

ADVANTAGES: DISADVANTAGES:

• Enhances overall system security enhancements • Cost of installation and maintenance

• Excellent security management and control

"tools" if utilized properly and when employed

and understood by all

IMPLEMENTATION PLAN:

For systems not utilizing the above, such plans would necessitate an implementation period (after funding

identification and approvals) of one to ten years, depending on the transit system size. Fleet numbers and station

numbers must be reconfigured.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY

ITEM: TRAIN EMPLOYEES TO
RECOGNIZE AND DEAL WITH
UNDESIRABLE BEHAVIOR ON
THE TRANSIT SYSTEM

ITEM NO.

Philadelphia, Pennsylvania

March 16 - 17, 1995

2-34

RECOMMENDATION:

Provide specific training programs for transit system employees to identify and help deal with potential

disruptive and undesirable behavior on the transit system. The purpose of the training program would be to

provide employees with strategies and skills to defuse potential security problems through interaction with

disruptive passengers. The goal is to control the environment on the bus or at the facility to create the

impression of a secure environment in the public transit system.

ADVANTAGES: DISADVANTAGES:

• Quickest way to deal with the problem • Possibility that employees may go beyond the

• Lowest cost solution versus expense of security bounds of their training skills and be put in

officer harm's way
• Empowers front-line employees to deal with

issues

• Gives customers a feeling the operator is in

control of the system

IMPLEMENTATION PLAN:

1 . Scope potential training program (include measures of success).

2. Review marketplace/industry for available training programs.

3. Select program/consultant.

4. Select employees for training.

5. Cycle employees through training program.

6. Collect data/evaluate the program.

7. Adjust training (if necessary).

8. Continue the training cycle, including updates to previously-trained employees.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSfflP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: ESTABLISH ZONE CONCEPT
WITH POLICE/STATIONS/
MAINTENANCE

ITEM NO.

2-38

RECOMMENDATION:

Establish permanent teams of police, cleaners and maintenance employees responsible for all functions within

designated zones of the transit system. This will encourage and foster personal relationships, accountability, and

ownership for specific areas of the system.

ADVANTAGES:

• Each group knows who to go to in order to get

things done; each group is responsible for work

done in their area promoting a shared interest

• Faster turnaround of work, repairs, response,

etc.

• Fosters team concept; one-to-one

communication

DISADVANTAGES:

• Communication is more critical to make sure

that various independent groups know what's

going on in the other zones of the transit system

• Decentralization will have an initial higher cost

to assure adequate staffing

• Actual officers will be required at field locations

IMPLEMENTATION PLAN:

1. Develop a plan.

2. Include employees in the development of the plan—you need to "talk it out" in order to get them to buy into

the plan.

3. Deal with costs, logistical decisions (officer locations and construction), equipment costs and acquisition,

etc.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16-17, 1995

ITEM: OFFER FRFF
TRANSPORTATION IN

SPECIFIC AREAS

ITEM NO.

2-41

RECOMMENDATION:

Provide free public transportation on a state-by-state or system-by-system basis to be funded by/with funds from

gasoline taxes.

ADVANTAGES:

• All citizens would know that an alternative to

the automobile is available

• Lower service costs due to money handling, etc.

• Ridership increases

• Less congestion in cities

• Cleaner air

DISADVANTAGES:

• Some may abuse or misuse the privilege

• Less money for street improvements

• New arteries still needed for buses

• More demand for service than could be met

IMPLEMENTATION PLAN:

1 . Prepare costs and impacts on state-by-state basis.

2. Present plan to top elected officials: Congress and Governor.

3. Encourage politicians to run for office with this concept in mind.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: ADOPT A STATION OR BUS ITEM NO.

2-42

RECOMMENDATION:

Obtain transit ownership through having organization/individuals adopt a bus or a transit station and allow them

to work with transit employees to maintain the facility or vehicle.

ADVANTAGES:

• If someone is responsible for something, they

will be careful to take care of it

• Does not cost transit system any money but

provides a supporter—it works for highways

DISADVANTAGES:

• Requires work to get groups involved

• May be issues of claims

IMPLEMENTATION PLAN:

Approach the local businesses or groups to be responsible for a station's upkeep, etc.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE ITEM: IMPLEMENT A FREQUENT
ON TRANSIT SECURITY RIDER PROGRAM
Philadelphia, Pennsylvania 2-46

March 16 - 17, 1995

RECOMMENDATION:

Implement a frequent rider program to get transit users to take ownership of the transit system.

ADVANTAGES: DISADVANTAGES:

• By rewarding frequent riders, the public is • Has not been done and needs work to develop

motivated to ride more often

• Airlines have proven that this method has the

potential to increase ridership

• Transit systems would be demonstrating that

they are flexible to the changing times

IMPLEMENTATION PLAN:

Develop a plan by first conducting a study on how to do this, then implementing a demonstration project.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: ESTABLISH SYSTEM
COMMUNICATIONS
WITHIN STATIONS

ITEM NO.

2-50

RECOMMENDATION:

Install a public address system that will allow communications with the traveling public to keep them informed

as to the status of events with the system (e.g., delays, danger, and upcoming events).

ADVANTAGES: DISADVANTAGES:

• Public is kept abreast of any operation of the • Cost of installation

system

IMPLEMENTATION PLAN:

Install a public address system to allow better communications between transit and the traveling public. There

are many complaints received regarding a lack of information regarding delays.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: NAME STATIONS AFTER
COMMUNITY LEADERS

ITEM NO.

2-53

(2-54, 2-55 &
2-56)

RECOMMENDATION:

Have stations, systems and stops capture the culture of a community by naming them after local community

leaders or heroes to encourage people to take ownership. Reflect the community culture with artwork,

community bulletin boards, etc.

ADVANTAGES:

• People can relate to that person and hence the

station

• Can be done for almost no cost

• If that person was my hero then I am going to

take care of that station and see that others don't

trash it; that is my station, my heritage

DISADVANTAGES:

• Some people may not be thrilled if they were not

happy with the individual or culture

• Requires effort to identify who will reflect the

neighborhood's culture

IMPLEMENTATION PLAN:

Easy to do. Identify the names and locations of stations, systems, and stops. Meet with community leaders and

get their input.

i



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: PROMOTE EVENTS
UNDERGROUND TO
ATTRACT PEOPLE

ITEM NO.

2-57

RECOMMENDATION:

Work with internal staff and outside stakeholders to develop events and activities to attract people to sparsely-

used areas in the system, with the view of fostering security, such as:

1 . Passenger Appreciation Days at stations/concourses

2. Black History Month—choirs, etc., at stations/terminals, etc.

3. Art Festivals/Starving Artists Flea Markets, etc.

ADVANTAGES:

• Make sparsely-used areas livable spaces where

people will feel safe

• Make our areas fun places to go

DISADVANTAGES:

• Cost—in some cases, areas have to be improved

(lighting, flooring, noise, etc.)

• Staffs are required to focus on coordinating with

outside groups

IMPLEMENTATION PLAN:

1 . Determine what event or activity to sponsor

2. Assign lead persons to specific tasks. Have them network outside stakeholders/contacts and coordinate with

f)olice, operators, and marketing/press staffs.

3. Determine costs.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSfflP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: SET POLICY REGARDING
THE TRANSIT SYSTEM'S ROLE IN
DEALING WITH THE HOMELESS

ITEM NO.

2-59

RECOMMENDATION:

Emphasize the distinction between a transit system and a hcmieless shelter. Transit systems are not charged with

nor equipped to deal with housing homeless people. Transit systems should enforce trespassing and loitering

prohibitions as they apply to all riders, including homeless.

ADVANTAGES:

• Improves relations between riders and homeless

• Riders feel safer

• Reduces antisocial behavior

• Reduces panhandling

DISADVANTAGES:

• Some homeless advocates may protest

• Possible negative publicity

IMPLEMENTATION PLAN:

1 . Partnership with the community to move hcxneless out of transit centers.

2. All CTiployees should have ownership in this program.

3. Courts, District Attorneys, and Social Workers should be part ofthe program.

4. The media should be advised and invited to any meeting regarding hcmeless issues.

5. The media should have a clear understanding ofwhat a transit center is and what it takes for the public to feel

safe and use the transit center and mass transit. If a program for the homeless needs to be improved or created,

the issue should be directed to the local government; the issue should not be placed on transit.



TEAM THREE - FACILITIES AND EQUIPMENT





SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: IMPROVE LIGHTING AT
FAdLITIES TO ELIMINATE
DARK AREAS

ITEM NO.

3-lA

RECOMMENDATION:

Improve the lighting of facilities to eliminate dark areas and increase visibility for customers by:

1 . Increasing the amount of light by increasing the wattage or using high-intensity lighting.

2. Increasing the use of light-colored or reflective materials in construction of walls, ceilings and floors.

3. Using mirrors to eliminate blind spots.

4. Correctly placing light fixtures to get complete coverage.

ADVANTAGES: DISADVANTAGES:

• Customers will feel more secure when using • Cost of materials

facilities

• Reduces the ability of would-be criminals to

hide

• Allows law enforcement and security personnel

to see activities at the facilities better

IMPLEMENTATION PLAN:

1 . Establish lighting and visibility standards or change them to improve the facilities.

2. Incorporate standards into all new construction.

3. Survey current facilities and establish how they differ from the standard.

4. From a survey, create a list of corrective actions to be taken.

5. Establish a funding source and timeline for completing the action list.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE ITEM: IMPROVE LIGHTING ITEM NO.
ON TRANSIT SECURITY THROUGH BETTER DESIGN
Philadelohia. Pennsvlvania 3-lB

March 16 - 17, 1995

RECOMMENDATION:

Improve the lighting and visibility at facilities through better design by:

1. Eliminating dark zones.

2. Carefully considering the placement of facilities to take advantage of the existing environment.

3. Keeping the visibility in the design open.

4. Placing bus shelters under existing lighting.

5. Using materials that allow for visibility, such as translucent materials.

ADVANTAGES: DISADVANTAGES:

• Customers will feel more secure • Cost

• Reduces the ability of criminals to hide

• Allows law enforcement and security personnel

to see activities better

IMPLEMENTATION PLAN:

1. Establish design standards or change and improve them.

2. Incorporate standards into all future planning for facilities.

3. Review current facilities for possible upgrading to standards.

4. Establish a funding source and timeline for upgrading current facilities.



SECURITY WORKSHOP RECOMMENDATION

ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995
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MAINTENANCE/CLEANLINESS
ACTIVITIES

ITEM NO.

3-2

RECOMMENDATION:

The maintenance and cleanliness of a transit system are directly linked to the public's perception of its security.

Improve and emphasize the importance ofmaintenance and cleanliness:

1 . Involve community in clean-up activities

2. Have perpetrator clean up or make restitution

3. Prioritize grafBti clean-up

4. Coordinate plan between transit maintenance/police/the courts

5. Have offenders do commimity service

6. School programs

7. Anti-littering campaign

8. Publish names of offenders and their punishment

9. More inspections

10. Lock facility at night

ADVANTAGES: DISADVANTAGES:

• Ine?q)ensive

• Teaches young children at an early age

• Teaches adolescents by getting their attention-

makes the punishment fit the crime

• May get the clean-up done at cost to offenders

rather than taxpayers

• Getting agreement and coordination among all

parties (pubhc, pohce, transit, courts)

IMPLEMENTATION PLAN:

1 . Develop a pubhc affairs/media campaign.

2. Highhght instances where similar efforts were successful.

3. Form a working group made up of parties fi"om all WMicemed areas.

4. If necessary, introduce legislation to support the program and/or get signed into law.

5. Put the program into effect.



SECURITY WORKSHOP RECOMMENDATION

ITEM: EXPLORE ALTERNATE AND ITEM NO.
ON TRANSIT SECURITY CREATIVE SOURCES FOR

3-3

March 16 - 17, 1995

RECOMMENDATION:

1 . Funding is always a pivotal issue. In light of the current political climate, transit systems should explore all

funding sources.

ADVANTAGES: DISADVANTAGES:

• Develop alternate sources of funding creates a less • Costs are associated with fiind raising efforts

dependent system

IMPLEMENTATION PLAN:

1 . Identify security as a funding priority in agency budgets.

j

2. Seek other funding sources (i.e., federal/state grants, private sector contributions, etc.).

3. Conduct special marketing/public relations fundraising events for security.

4. Develop Adopt-A-Bus and/or Adopt-A-Train programs with businesses and community.

5. Adaptive reuse of rail and bus facilities (i.e., restaurants, commuter convenience vendors, community
|

library, etc.).

6. Increase/seek out filmmaker fees for use of transit facilities.

7. Promote use of right-of-way.

8. Sell commercial users space in our radio towers.

9. Rent air rights.

10. Judiciously examine fare levels, perhaps pricing of premium services vs. core service, etc.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: ENSURE SECURITY
INPUT INTO DESIGN OF
NEW/OLD FACELITIES
AND EQUIPMENT

ITEM NO.

3-4

RECOMMENDATION:

Authorities should promulgate operating procedures which mandate security involvement in facility and

equipment design, specifically, by:

1 . Creating design standards based on security input

2. Including security personnel on design/planning teams

3. Publishing security standards to the design community

4. Requiring security- sign-off on capital appropriations

ADVANTAGES: DISADVANTAGES:

• Cost savings attributable to the avoidance of • Potential funding problems

retrofitting to meet needs (ex. cable plant) • Delays in approval process

• Increases security for customers • Delays in actual design

• Improves facility/equipment design

• Lowers security costs through use of technology

• Coordination of efforts within the transit system

IMPLEMENTATION PLAN:

1 . Examine current design methodology.

2. Identify security personnel to be included in design planning.

3. Create a policy team to promulgate procedures.

4. Redesign the system to accommodate inclusion of security input.

5. Implement and measure for necessary adjustments.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM* UTILIZE STATE-OF-THE-
ART ELECTRONIC EQUIPMENT

ITEM NO.

3-5

RECOMMENDATION:

Use state-of-the-art equipment within budget limitation. The following equipmmt can be used to enhance service

to the customer:

1. Electronic fere collectors

2. Change-out of old equipment . _

3. Use of ticketing vending machines

4. Emergency car boxes

5. PubUc telephone system

6. Electric destination signs

ADVANTAGES;

• Electronic equipment can be used to better collect

feres and control fere discrepancies; the money

can be used to enhance the operating budget

• Equipment change-out can add efficiency to the

operation, thus eliminating costly road calls

• Use of ticket machines can add ccwivenience to

the customer and reduce the misuse of tickets

• Electronic destination signs can better identify

destinations to assist riders and disabled riders

DISADVANTAGES:

• Limited funding resources

• Negative management reaction to participation

for others within the agency

IMPLEMENTATION PLAN:

The planning process can best be utilized while planning the ccmstruction ofnew fecilities and/or equipment

change-outs. This is to make sure the user will be involved frcMn the beginning and has a voice in the planning

process.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSfflP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16-17, 1995

ITEM: ON-BOARD VEHICLE
SECURITY

ITEM NO.

3-6

RECOMMENDATION:

The following standard cm-board vehicle security features are reccHtimended:

\. 2-way radios cai-board all trains, buses and light rail vehicles and each security officer equipped with a

personal radio. All radios should be capable of reaching the Central Operations Control Center.

2. Equip rolling stock with operator-activated "panic butttm" that sends out radio alert and possible exterior

vehicle distress hght or other indicator (e.g., message on electronic destination sign).

3. Install automated vehicle locator system on bus fleet.

4. Install on-board surveillance cameras (either real or fake) on all buses.

5. For bus and possibly light rail segments, establish local police "ride-along" programs and spot on-board

checks.

6. For bus and possibly light rail, establish transit police "ride-along" on-board programs

ADVANTAGES:

• Enhances employee safety

• Cx»mbats rider's perception of danger

• Maximizes jx)lice presence/visibility

• Limits criminals' perception of "crime of

opportunit>'" advantage

• Cameras combat incident fraud and felse claims

• Instant access by operations to all rolling stock

• Local ride-alongs extend police coverage and

obtains local "buy-in"/ownership

DISADVANTAGES:

• Capital cost

• Technology analysis and lead time

• Technology reliability (AVL and radios/cameras)

• Local/state government concurrence

IMPLEMENTATION PLAN:

1. Establish written standards and specifications.

2. Inter/intra-agency acceptance of standards and needs (including manuals of c^rating procedures)

3. Incorporate into agency capital and/or c^rating program/budget with time lines.

4. Gather input frcrni employees and riders via surveys and focus groups.

5. Outreach to local government and local police departments for ride-along program participation.
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TEAM FOUR - EMPLOYEES





SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: DEVELOP A SECURITY
MISSION STATEMENT

ITEM NO.

4-1

RECOMMENDATION:

Develop a security mission statement to establish, maintain and communicate organizational commitment to

system security.

ADVANTAGES:

• Clarifies that security applies to and involves

everyone

• Establishes relative organizational importance

• Assists in decision-making process

• Establishes public relations/awareness and

visibility of the importance of security withm

the system

• Establishes proactive security management

versus reactive security management

• Establishes and signals organizational

commitment, support and focus on system

security

• Establishes responsibility and accountability

DISADVANTAGES:

• Can be misleading

• Can be ignored

• . Time consuming

• May be incomplete, not all encompassing

• May not be deliverable based upon annual

budget constraints

• Overly ambitious

• May not have organizational commitment

• Requires constant maintenance

• Lack of accountability

IMPLEMENTATION PLAN:

1 . Establish need/conduct needs assessment.

2. How and where do we go from here (vision)?

3. Overview the process to build consensus and to receive input.

4. Outline and communicate the process to include activities, schedule and critical path.

5. Establish responsibility and accountability.

6. Communicate/inform public relations awareness and feedback—constant communication.

7. Establish expectations, boundaries and parameters.

8. Front-end executive staff buy-in.

9. Bottom-up and top-down organizational commitment and participation.

Reference: 4.04 Include employees in front end of mission statement

4.1 1 Market the idea (mission statement)

4.20 Update mission periodically to reflect changes in environment

4.23 Keep it simple and timeless



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: INCLUDE SECURITY IN
EVERY JOB DESCRIPTION

ITEM NO.

4-3

RECOMMENDATION:

Include security and security awareness in all job descriptions.

ADVANTAGES: DISADVANTAGES:

• Employees may overstep their authority

• May increase work for human relations.

Department and others to update job

descriptions

• Must be included in performance reviews

• Potential labor (union) problems

• May not properly follow-up on all employee

accountability issues

• Possible increased liability exposure

IMPLEMENTATION PLAN:

1 . Define and communicate reason for modifying existing job descriptions.

2. Obtain input from recognized experts/consultants.

3. Develop and deliver training on new elements ofjob descriptions.

4. Advise staff of schedule to implement existing and new job descriptions.

5. Review and revise all job descriptions periodically.

6. Institute accountability checks relevant to each job.

• Identifies and eliminates weak links in transit

security

• Heightens awareness in all employees

• Clearly establishes security as an organizational

priority for employees

• Supports security mission statement

• Makes security a more personal item

• Identifies roles and responsibilities at time of

employment and throughout career

• Demonstrates importance of team effort

• Establishes accountability and responsibility



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: DEVELOP AND IMPLEMENT
SYSTEM SECURITY
PROGRAM PLAN

ITEM NO.

4-13

(4-14 & 4 -15)

RECOMMENDATION:

Develop and implement a system security program plan which builds on the mission statement.

ADVANTAGES:

• Establishes long-range goals

• Improves response to emergencies

• Quickly identifies deficiencies

• Improves employees' morale

• Ensures integrated effort

• Road map for mission statement; big picture

concept; how to plan

• Establishes accountability

• Reduces crime

• Clarifies roles and responsibilities

• Improves ridership/public confidence

• Reduces costs (legal, workmen's compensation,

insurance, etc.)

• Reduces liability exposure

• Proactive approach

• Fosters senior management recognition and

commitment to transit security

• Promotes community and employee

involvement

DISADVANTAGES:

• May create false expectations

• Time consuming—^more work

• Costly (capital and operating cost implications,

• including training)

• Serious consequences for failure to follow

through (increased liability exposure, negative

public regulations, reduced ridership)

• Another "auditable" item—more paperwork

• Acknowledges that there may be no immediate

solutions and thereby increases anxiety

IMPLEMEP^TATION PLAN:

1 . Develop a process to create and implement a system security program plan, including milestones,

assignments, etc. The process should be designed to be fully participative.

2. Learn from peers—do not reinvent the wheel. Use outside resources.

3. Include checks and balances in the process.

4. Involve local agencies (fire, bomb squad, police, rescue, EMT, hospitals, regional crisis management

agencies).

5. Include a process for continuous evaluation of the plan.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: PUBLIC REWARD OF
EMPLOYEE AND PUBLIC
SECURITY EFFORTS

ITEM NO.

4-19

(4-32 & 4-33)

RECOMMENDATION:

Make it both a philosophical and procedural practice to publicly recognize the successful security-enhancing

efforts of employees and members of the public.

ADVANTAGES:

Measurable Items:

Saves costs of security enforcement

Improves morale

Increases ridership

Improves customer satisfaction

Stretches advertising/marketing dollars

Other:

Defines a transit standard, expectation, culture

Improves image of transit as "secure/safe"

Enhances role of transit in community

Engenders ownership in transit

DISADVANTAGES:

• Associated costs of media and rewards

• Diversion of resources—staff and dollars

• Opens up transit to increased scrutiny

• Good news doesn't sell

• Rewards may be too insignificant

• May result in negative publicity of security

Other (Continued):

• Develops civic pride in transit

• Highlights transit's role in crisis response

(evacuations, emergency transport, etc.

• Enhances public/private ownership

• Encourages (is an incentive for) positive

behavior

• Modifies public behavior

• Makes transit "us" instead of "them"

• Develops transit ambassadors

• Taps new markets

• Educates public

IMPLEMENTATION PLAN:

1. Define elements of security to be focused on as outlined in the mission statement and strategic plan.

2. Identify opportunities for recognizing employees and the public in each element.

3. Outline budget parameters and constraints.

4. Solicit corporate participation (prizes and involvement).

5. Work with corporations and internally to identify criteria for recognition.

6. Develop media relationships to facilitate communication, press releases, sponsorship, etc.

Examples: "Good Samaritan" Program

Transit "Helping Hand" Program

Adopt-A-Shelter

Station Clean-up by XYZ Corporation

Rail Rider "Star" Program

Transit Security Idea of the Month/Year

Community Transit Excellence Award (Individual/Group)



SECURITYWORKSHOP RECOMMENDATION

NATIONAL LEADERSfflP CONFERENCE
ON TRANSIT SECURITY
niiladelphia, Pennsylvaiiia

March 16 - 17, 1995

ITEM: DEnNE PARTNERSHIP
BETWEEN TRANSIT
SYSTEM AND COMMUNITY

ITEM NO.

4-24

RECOMMENDATION:

Define partnership betweoi the transit syston and the ccxnmunity.

ADVANTAGES: DISADVANTAGES:

• Enhances sensitivity to the needs of transit • Too many participants

• Gives mission statement validity and substance • May have wrong partners

• Mariceting enhancements for retailers • Misalignment of partners

• Ties transit to the community • Losing sight of the mission

• Develops the next generation of transit riders • Ccwiflicting agendas

• Teaches the next generaticm rider ownership and • Decisicm may be politically based

owner maintenance

• Expands knowledge of the transit system

• Career development for employees and citizens

IMPLEMENTATION PLAN:

1. Define the partnership.

2. Qmimunicate and advertise.

3. Determine how the process contributes to the missicMi statement and system security program/plan.

4. Develop a means to resolve conflicts.

5. Develop a process to obtain feedback and method to assess and/or reassess information.

6. Develop objectives for each partner.

7. Determine who fiiture partners will be and how to incorporate them into the systan security program plan.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE ITEM: FAMILIARIZE JUDGES ITEM NO.
ON TRANSIT SECURITY WITH TRANSIT SYSTEM
Philadelphia, Pennsylvania AND CRIME PROBLEMS 4-42

March 16 - 17, 1995

RECOMMENDATION:

Develop a program whereby the judicial officers who have jurisdiction over transit-related crime have a

complete and thorough understanding of the problems and needs of that transit system.

ADVANTAGES: DISADVANTAGES:

• Judges will develop ownership • May have judicial officers who become
• Method for establishment of reappointment aggravated with the transit system

(What's in it for me?) • Expectations are not realistic

• Provides employee back-up for continuing • Municipalities may require transit system to

enforcement programs fund them for court costs and processing fees

• Public trust and public awareness to reduce fear

factor

• Focuses on order maintenance problems

—

graffiti, smoking, parking, etc.

• Provides for proper restitution

• Provides an avenue for judicial review of

antiquated laws and fine structures

• Alternative sentencing process

IMPLEMENTATION PLAN:

Schedule a meeting with senior or assignment judges and bring issues to their attention in order to build a

consensus that can be communicated to local, municipal, and juvenile judges. Plan for and encourage judges to

buy into the system, and set up a tour of the system highlighting and explaining quality of life issues. Develop

a system for quantitative follow-up of cases that have been adjudicated. Review statistical data to insure that

established goals are being met, and establish a plan to recontact judicial officers who lose sight of the problems

and their solutions.



SECURITY WORKSHOP RECOMMENDATION

NATIONAL LEADERSHIP CONFERENCE
ON TRANSIT SECURITY
Philadelphia, Pennsylvania

March 16 - 17, 1995

ITEM: PROVIDE SECURITY
TRAINING FOR ALL
EMPLOYEES

ITEM NO.

4-50

RECOMMENDATION:

Provide "security awareness" training for all employees.

ADVANTAGES:

• Develops buy- in and ownership

• Information source (eyes and ears)

• Improves personal security for employees

• Focuses on real issues

• Better understanding of organization

• Reporting device—data collection

• Enhances employee morale

• Develops creative ideas and suggestions

• Crime reduction

• Provides confidence for employees to perform

jobs

• Promotes teamwork

• Lets employees know contribution matters

DISADVANTAGES:

• Budget impact

• Increases workload

• Possible negative impact on increased employee

anxiety

• Possible labor conflict

• Possible employee "over-involvement"

IMPLEMENTATION PLAN:

1 . Review existing training

2. Perform needs assessment

3. Focus groups, surveys, employee input, feedback

4. Determine tiers of employees to be trained

5. New employee orientation

6. Reality checks

7. Model around mission statement

8. Use current statistics

9. Do pilot and revise accordingly

10. Evaluate training effectiveness

11. Debrief





PROBLEM DEFINITION

The initial task of the group was to define the problems associated with its mission. Using a "Fishbone

Diagram," each team enumerated the problems they encountered in five major areas of transit security:

• those concerning employees

• those concerning management systems

• those surrounding the ridership

• those concemed with the facilities and vehicles, and

• those concerning the extemal environment.

Having identified problems in each area, the most important ones were noted. Each team then took one

major area and using the brainstorming technique developed problem-solving altematives. The

following questions were addressed by the teams:

Management Systems

• Management policy runs counter to security

• No priority given to security issues

• No priority given to security staffing

• Poor working relationship witii judicial system

• Unclear jurisdictional lines

• Need for better interaction among police departments in the transit jurisdiction

• Lack of commitment by top officials

• Poor labor relations

• Lack of security consciousness

• Lack of funding

• Lack of security vision

• Shrinking operating budgets

• Need for systems approach

Employees

• Lack of security training for security and operational staff

• Lack oftechnology training of security staff

• Need to enhance networking outside industry

• Change in moral values

• Operators are afraid

• Lack of involvement on tfie part of employees in problem solving

National Leadership Conference on Transit Security April 28. 1995

Page 4-

1



• Need for partnership, between transit security perscMinel and other transit employees

• Lack of security personnel

• Inherent c<Miflict betwe^ management and security

Equipment and Facilities

• GrafBti/Cleanliness

• Security too low <xi priority list

• Security not involved in planning

• Poor lighting in facilities

• Park and Ride issues

• Minor problems overiooked

• Lack ofMaintenance

• Lack of resources

Ridership

• Lack ofhousekeeping

• Proactive vs. reactive ^proach to crime control

• Antisocial behavior offew riders

• Fare evasion

• Graffiti

• Perceived fear on part of ridership

• Public's lack ofownership of property

• Real fear ofcrime

National Leadership Conference on Transit Security April 28. 1995

Page 4 - 2



o
CD

o

5

CD

<

<
Z
o

<
Z

<

<
a:

<

b3
z
o
CO
X





o
X
:^

O

5

CD

z
<:
02

o

<
2

CO

<
H

<
ct;

o
<

z
o
03





CREATIVE LISTINGS

After some of the most important problems had been defined, the teams used a "brainstorming"

technique to elicit a large quantity of ideas in a non-threatening environment. The goal was to restrict

premature evaluation and to eliminate roadblocks and negative statements thereby producing an

atmosphere conducive to the free flow of ideas and association of ideas. "Off-the-wall" ideas are

OTCOuraged because they spur additional thinking and the creation of more practical solutions that

would never be thought of unless a stimulus existed.

The teams were given sufficient time to allow many ideas to develop. The group then reassembled to

share the ideas developed in the teams. This sharing of ideas allows each team the benefit of the work

produced and permits the piggy-backing of ideas among teams. It is probable that several ideas can

solve multiple problems addressed by the different focus teams.

With numerous ideas in hand, the teams attempted to evaluate the practicality and implementability of

the ideas. In discussing each idea, the team rated the following values to evaluate the merit of each

idea:

• Technically Feasible

• Measurable

• Customer Friendly

• Addresses Needs

• Cost Effective

Once each idea was fully evaluated to determine whether it was an improvement over the existing plan

(+), equal to (0), or not as good as the existing plan (-), the idea was give a rating number. Based on a

scale of 1 to 1 0, the teams rated each idea. The Creative Idea Listings as developed by each team are

included in this section of the report.

National Leadership Conference on Transit Security April 28. 1995

Page 5 -
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